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Question 1

Question Type: MultipleChoice

What are two advantages of using an IPsec recommended template to configure an IPsec tunnel in an hub-and-spoke topology?
(Choose two.)

Options:

A- It ensures consistent settings between phasel and phase2.
B- It guides the administrator to use Fortinet recommended settings.
C- It automatically install IPsec tunnels to every spoke when they are added to the FortiManager ADOM.

D- The VPN monitor tool provides additional statistics for tunnels defined with an IPsec recommended template.

Answer:

A B

Explanation:

The use of an IPsec recommended template offers the advantage of ensuring consistent settings between phasel and phase2 (A),
which is essential for the stability and security of the IPsec tunnel. Additionally, it guides the administrator to use Fortinet's recommended



settings (B), which are designed to optimize performance and security based on Fortinet's best practices. Reference: The benefits of
using IPsec recommended templates are outlined in Fortinet's SD-WAN documentation, which emphasizes the importance of
consistency and adherence to recommended configurations.

Question 2

Question Type: MultipleChoice

Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.
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Based on the exhibit, which statement is true?

Options:




A- You can delete the virtual-wan-link zone because it contains no member.
B- The corporate zone contains no member.
C- You can move portl from the underlay zone to the overlay zone.

D- The overlay zone contains four members.

Answer:

Explanation:

Based on the exhibit, the ‘corporate’ zone contains no member (B). In the FortiGate GUI, zones without members do not display any
interfaces listed under them, which is the case for the corporate zone in the exhibit. Reference: This conclusion is based on standard
Fortinet GUI interpretation and the operational logic of SD-WAN zones as per Fortinet's guidelines and user interface standards.

Question 3

Question Type: MultipleChoice

Which type statements about the SD-WAN members are true? (Choose two.)



Options:

A- You can manually define the SD-WAN members sequence number.
B- Interfaces of type virtual wire pair can be used as SD-WAN members.
C- Interfaces of type VLAN can be used as SD-WAN members.

D- An SD-WAN member can belong to two or more SD-WAN zones.

Answer:

A C

Explanation:

SD-WAN members can be manually ordered by changing their sequence number (A), which allows administrators to prioritize the
interfaces according to the routing requirements. Also, VLAN interfaces can be used as SD-WAN members (C), providing flexibility in
network design and the use of existing VLAN infrastructure within the SD-WAN setup.

Question 4

Question Type: MultipleChoice




The administrator uses the FortiManager SD-WAN overlay template to prepare an SD-WAN deployment. With information provided
through the SD-WAN overlay template wizard, FortiManager creates templates ready to install on spoke and hub devices.

Select three templates created by the SD-WAN overlay template for a spoke device. (Choose three.)

Options:

A- System template

B- BGP template

C- dIPsec tunnel template
D- CLI template

E- Overlay template

Answer:

A CE

Explanation:

In a FortiManager SD-WAN overlay template configuration for a spoke device, the system template (A) is created to provide basic device
settings. The IPsec tunnel template (C) is generated to establish secure tunnels between the spoke and the hub devices. Lastly, the
overlay template (E) is configured to specify the overlay network settings, which often include the SD-WAN rules and performance SLASs.



Question 5

Question Type: MultipleChoice

Refer to the exhibit.
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Based on the exhibit, which two statements are correct about the health of the selected members? (Choose two.)

Options:

A- After FortiGate switches to active mode, FortiGate never fails back to passive monitoring.
B- During passive monitoring, FortiGate can't detect dead members.
C- FortiGate can offload the traffic that is subject to passive monitoring to hardware.

D- FortiGate passively monitors the member if TCP traffic is passing through the member.

Answer:

B,D

Question 6

Question Type: MultipleChoice

Which two tasks are part of using central VPN management? (Choose two.)

Options:




A- You can configure full mesh, star, and dial-up VPN topologies.
B- You must enable VPN zones for SD-WAN deployments.
C- FortiManager installs VPN settings on both managed and external gateways.

D- You configure VPN communities to define common IPsec settings shared by all VPN gateways.

Answer:

A D

Question 7

Question Type: MultipleChoice

What are two benefits of using forward error correction (FEC) in IPsec VPNs? (Choose two.)

Options:

A- FEC supports hardware offloading.
B- FEC improves reliability of noisy links.

C- FEC transmits parity packets that can be used to reconstruct packet loss.



D- FEC can leverage multiple IPsec tunnels for parity packets transmission.

Answer:

B, C

Question 8

Question Type: MultipleChoice

Refer to the exhibit.
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Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2.

Which two configuration settings are required for Toronto and London spokes to establish an ADVPN shortcut? (Choose two.)

Options:

A- On the hubs, auto-discovery-sender must be enabled on the IPsec VPNs to spokes.



B- On the spokes, auto-discovery-receiver must be enabled on the IPsec VPN to the hub.
C- auto-discovery-forwarder must be enabled on all IPsec VPNs.

D- On the hubs, net-device must be enabled on all IPsec VPNSs.

Answer:

A, B

Question 9

Question Type: MultipleChoice

What is a benefit of using application steering in SD-WAN?

Options:

A- The traffic always skips the regular policy routes.
B- You steer traffic based on the detected application.
C- You do not need to enable SSL inspection.

D- You do not need to configure firewall policies that accept the SD-WAN traffic.



Answer:

Question 10

Question Type: MultipleChoice

Refer to the exhibit.

config system interface
edit “port2"”
set vdom "root"
set ip 192.2.0.9 255.255.255.248
set allowaccess ping
set type physical
set role wan
set snmp-index 2
set preserve-session-route enable
next
end

Based on the exhibit, which two actions does FortiGate perform on traffic passing through port2? (Choose two.)



Options:

A- FortiGate does not change the routing information on existing sessions that use a valid gateway, after a route change.
B- FortiGate performs routing lookups for new sessions only, after a route change.
C- FortiGate always blocks all traffic, after a route change.

D- FortiGate flushes all routing information from the session table, after a route change.

Answer:

A, B
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