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Question 1

Question Type: DragDrop

Drag and drop the description from the left onto the protocol on the right that is used to carry
out system authentication, authentication, and accounting.

TACACSH
combings authentication and authonzation

encrypts the enting payioad

encrypits only the passwond fieid

separates authentication and authorization RADIS

primary use ks device adminstration

primnary e i network socess

Answer:
See the Answer in the Premium Version!

Question 2

Question Type: MultipleChoice

A network engineer is in the predeployment discovery phase of a Cisco ISE deployment and
must discover the network. There is an existing network management system in the network.

Which type of probe must be configured to gather the information?

Options:
A- RADIUS
B- NMAP
C- NetFlow
D- SNMP

Answer:
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Question 3

Question Type: MultipleChoice

An engineer has been tasked with standing up a new guest portal for customers that are waiting
in the lobby. There is a requirement to allow guests to use their social media logins to access
the guest network to appeal to more customers What must be done to accomplish this task?

Options:

A- Create a sponsor portal to allow guests to create accounts using their social media logins.
B- Create a sponsored guest portal and enable social media in the external identity sources.
C- Create a self-registered guest portal and enable the feature for social media logins

D- Create a hotspot portal and enable social media login for network access

Answer:
C

Question 4

Question Type: MultipleChoice

What must be configured on the WLC to configure Central Web Authentication using Cisco ISE
and a WLC?

Options:

A- Set the NAC State option to SNMP NAC.

B- Set the NAC State option to RADIUS NAC.

C- Use the radius-server vsa send authentication command.
D- Use the ip access-group webauth in command.

Answer:
B
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Question 5

Question Type: MultipleChoice

Which statement about configuring certificates for BYOD is true?

Options:

A- An Android endpoint uses EST, whereas other operating systems use SCEP for enrollment
B- The SAN field is populated with the end user name.

C- An endpoint certificate is mandatory for the Cisco ISE BYOD

D- The CN field is populated with the endpoint host name

Answer:
C

Question 6

Question Type: MultipleChoice

An employee logs on to the My Devices portal and marks a currently on-boarded device as
'Lost".

Which two actions occur within Cisco ISE as a result o this action? (Choose two)

Options:

A- Certificates provisioned to the device are not revoked
B- BYOD Registration status is updated to No

C- The device access has been denied

D- BYOD Registration status is updated to Unknown.

E- The device status is updated to Stolen

Answer:
A B

Explanation:

https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin quide/b ise admin guide 22/b ise



https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_chapter_01111.html
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_admin guide 22 chapter 01111.html

Question 7

Question Type: MultipleChoice

A network administrator is configuring a secondary cisco ISE node from the backup
configuration of the primary cisco ISE node to create a high availability pair The Cisco ISE CA
certificates and keys must be manually backed up from the primary Cisco ISE and copied into
the secondary Cisco ISE Which command most be issued for this to work?

Options:

A- copy certificate Ise

B- application configure Ise
C- certificate configure Ise
D- Import certificate Ise

Answer:
B

Explanation:

Question 8

Question Type: MultipleChoice

Which configuration is required in the Cisco ISE authentication policy to allow Central Web
Authentication?

Options:



https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_chapter_01111.html
https://community.cisco.com/t5/network-access-control/ise-certificate-import-export/m-p/3847746
https://community.cisco.com/t5/network-access-control/ise-certificate-import-export/m-p/3847746
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A- MAB and if user not found, continue

B- MAB and if authentication failed, continue
C- Dot1x and if user not found, continue

D- Dotlx and if authentication failed, continue

Answer:

Question 9

Question Type: MultipleChoice

Which platform does a Windows-based device download the Network Assistant Manager from?

Options:

A- Microsoft app store
B- Cisco Catalyst Switch
C- native OS

D- Cisco ISE

Answer:
D
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