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Question 1
Question Type: MultipleChoice

Which one of the following statements is not correct while preparing for testimony?

Options: 
A- Go through the documentation thoroughly

B- Do not determine the basic facts of the case before beginning and examining the evidence

C- Establish early communication with the attorney

D- Substantiate the findings with documentation and by collaborating with other computer forensics professionals

Answer: 
B

Question 2
Question Type: MultipleChoice



What is the smallest allocation unit of a hard disk?

Options: 
A- Cluster

B- Spinning tracks

C- Disk platters

D- Slack space

Answer: 
A

Question 3
Question Type: MultipleChoice

How do you define forensic computing?



Options: 
A- It is the science of capturing, processing, and investigating data security incidents and making it acceptable to a court of law.

B- It is a methodology of guidelines that deals with the process of cyber investigation

C- It Is a preliminary and mandatory course necessary to pursue and understand fundamental principles of ethical hacking

D- It is the administrative and legal proceeding in the process of forensic investigation

Answer: 
A

Question 4
Question Type: MultipleChoice

Hard disk data addressing is a method of allotting addresses to each ___________of data on a hard disk

Options: 
A- Physical block



B- Logical block

C- Operating system block

D- Hard disk block

Answer: 
A

Question 5
Question Type: MultipleChoice

Which root folder (hive) of registry editor contains a vast array of configuration information for the system, including hardware settings

and software settings?

Options: 
A- HKEY_USERS

B- HKEY_CURRENT_USER

C- HKEY_LOCAL_MACHINE



D- HKEY-CURRENT_CONFIG

Answer: 
C

Question 6
Question Type: MultipleChoice

Event correlation is a procedure that is assigned with a new meaning for a set of events that occur in a predefined interval of time.

Which type of correlation will you use if your organization wants to use different OS and network hardware platforms throughout the

network?

Options: 
A- Same-platform correlation

B- Cross-platform correlation

C- Multiple-platform correlation

D- Network-platform correlation



Answer: 
B

Question 7
Question Type: MultipleChoice

Tracks numbering on a hard disk begins at 0 from the outer edge and moves towards the center, typically reaching a value of

___________.

Options: 
A- 1023

B- 1020

C- 1024

D- 2023

Answer: 
A



Question 8
Question Type: MultipleChoice

Which of the following statement is not correct when dealing with a powered-on computer at the crime scene?

Options: 
A- If a computer is switched on and the screen is viewable, record the programs running on screen and photograph the screen

B- If a computer is on and the monitor shows some picture or screen saver, move the mouse slowly without depressing any mouse

button and take a photograph of the screen and record the information displayed

C- If a monitor is powered on and the display is blank, move the mouse slowly without depressing any mouse button and take a

photograph

D- If the computer is switched off. power on the computer to take screenshot of the desktop

Answer: 
D

Question 9



Question Type: MultipleChoice

Files stored in the Recycle Bin in its physical location are renamed as Dxy.ext, where, ''X'' represents the _________.

Options: 
A- Drive name

B- Sequential number

C- Original file name's extension

D- Original file name

Answer: 
A
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