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Question 1

Question Type: MultipleChoice

BMP (Bitmap) is a standard file format for computers running the Windows operating system.
BMP images can range from black and white (1 bit per pixel) up to 24 bit color (16.7 million
colors). Each bitmap file contains header, the RGBQUAD array, information header, and image
data. Which of the following element specifies the dimensions, compression type, and color
format for the bitmap?

Options:
A- Header
B- The RGBQUAD array
C- Information header
D- Image data

Answer:
B

Question 2

Question Type: MultipleChoice

Which option best attacks allows an attacker to access restricted directories, including
application source code, configuration and critical system files, and to execute commands
outside of the web server's root directory?

Options:
A- Unvalidated input
B- Parameter/form tampering
C- Directory traversal
D- Security misconfiguration

Answer:
C
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Question 3

Question Type: MultipleChoice

When NTFS Is formatted, the format program assigns the __________ sectors to the boot sectors
and to the bootstrap code

Options:
A- First 12
B- First 16
C- First 22
D- First 24

Answer:
B

Question 4

Question Type: MultipleChoice

Ron. a computer forensics expert, Is Investigating a case involving corporate espionage. He has
recovered several mobile computing devices from the crime scene. One of the evidence that Ron
possesses is a mobile phone from Nokia that was left in on condition. Ron needs to recover the
IMEI number of the device to establish the identity of the device owner. Which of the following
key combinations he can use to recover the IMEI number?

Options:
A- #*06*#
B- *#06#
C- #06r
D- *1MEI#

Answer:
B
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Question 5

Question Type: MultipleChoice

Digital photography helps in correcting the perspective of the Image which Is used In taking the
measurements of the evidence. Snapshots of the evidence and incident-prone areas need to be
taken to help in the forensic process. Is digital photography accepted as evidence in the court of
law?

Options:
A- Yes
B- No

Answer:
A

Question 6

Question Type: MultipleChoice

The disk in the disk drive rotates at high speed, and heads in the disk drive are used only to
read data.

Options:
A- True
B- False

Answer:
B

Question 7

Question Type: MultipleChoice

MAC filtering is a security access control methodology, where a ___________ is assigned to each
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network card to determine access to the network

Options:
A- 16-bit address
B- 24-bit address
C- 32-bit address
D- 48-bit address

Answer:
D

Question 8

Question Type: MultipleChoice

First response to an incident may involve three different groups of people, and each will have
differing skills and need to carry out differing tasks based on the incident. Who is responsible
for collecting, preserving, and packaging electronic evidence?

Options:
A- System administrators
B- Local managers or other non-forensic staff
C- Forensic laboratory staff
D- Lawyers

Answer:
C

Question 9

Question Type: MultipleChoice

Which of the following statements does not support the case assessment?
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Options:
A- Review the case investigator's request for service
B- Identify the legal authority for the forensic examination request
C- Do not document the chain of custody
D- Discuss whether other forensic processes need to be performed on the evidence

Answer:
C
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