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Question 1
Question Type: MultipleChoice

What should be used to protect data on removable media if data confidentiality or integrity are important considerations?

Options: 
A- backup on another removable medium

B- cryptographic techniques

C- a password

D- logging

Answer: 
B

Question 2
Question Type: MultipleChoice



Physical labels and ________ are two common forms of labeling which are mentioned in ISO 27002.

Options: 
A- metadata

B- teradata

C- bridge

Answer: 
A

Question 3
Question Type: MultipleChoice

Who is accountable to classify information assets?

Options: 



A- the CEO

B- the CISO

C- the Information Security Team

D- the asset owner

Answer: 
D

Question 4
Question Type: MultipleChoice

The identified owner of an asset is always an individual

Options: 
A- True

B- False



Answer: 
B

Question 5
Question Type: MultipleChoice

It is allowed that employees and contractors are provided with an anonymous reporting channel to report violations of information

security policies or procedures (''whistle blowing'')

Options: 
A- True

B- False

Answer: 
A

Question 6



Question Type: MultipleChoice

Prior to employment, _________ as well as terms & conditions of employment are included as controls in ISO 27002 to ensure that

employees and contractors understand their responsibilities and are suitable for the roles for which they are considered.

Options: 
A- screening

B- authorizing

C- controlling

D- flexing

Answer: 
A
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