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Question 1

Question Type: MultipleChoice

What is an example of a non-human threat to the physical environment?

Options:
A- Fraudulent transaction
B- Corrupted file
C- Storm
D- Virus

Answer:
C

Question 2

Question Type: MultipleChoice

What is the best description of a risk analysis?

Options:
A- A risk analysis is a method of mapping risks without looking at company processes.
B- A risk analysis helps to estimate the risks and develop the appropriate security measures.
C- A risk analysis calculates the exact financial consequences of damages.

Answer:
B

Question 3

Question Type: MultipleChoice

Choose the controls that correspond to the domain "9. ACCESS CONTROL" of ISO / 27002
(Choose three)
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Options:
A- Restriction of access to information
B- Return of assets
C- Management of access rights with special privileges
D- Withdrawal or adaptation of access rights

Answer:
A, B, D

Question 4

Question Type: MultipleChoice

Physical labels and ________ are two common forms of labeling which are mentioned in ISO
27002.

Options:
A- metadata
B- teradata
C- bridge

Answer:
A

Question 5

Question Type: MultipleChoice

Which option best measures is a preventive measure?

Options:
A- Installing a logging system that enables changes in a system to be recognized
B- Shutting down all internet traffic after a hacker has gained access to the company systems
C- Putting sensitive information in a safe
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D- Classifying a risk as acceptable because the cost of addressing the threat is higher than the
value of the information at risk

Answer:
C

Question 6

Question Type: MultipleChoice

What is the objective of classifying information?

Options:
A- Authorizing the use of an information system
B- Creating a label that indicates how confidential the information is
C- Defining different levels of sensitivity into which information may be arranged
D- Displaying on the document who is permitted access

Answer:
C

Question 7

Question Type: MultipleChoice

Why is compliance important for the reliability of the information?

Options:
A- Compliance is another word for reliability. So, if a company indicates that it is compliant, it
means that the information is managed properly.
B- By meeting the legislative requirements and the regulations of both the government and
internal management, an organization shows that it manages its information in a sound manner.
C- When an organization employs a standard such as the ISO/IEC 27002 and uses it everywhere,
it is compliant and therefore it guarantees the reliability of its information.
D- When an organization is compliant, it meets the requirements of privacy legislation and, in
doing so, protects the reliability of its information.
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Answer:
B

Question 8

Question Type: MultipleChoice

The company Midwest Insurance has taken many measures to protect its information. It uses an
Information Security Management System, the input and output of data in applications is
validated, confidential documents are sent in encrypted form and staff use tokens to access
information systems. Which option is not a technical measure?

Options:
A- Information Security Management System
B- The use of tokens to gain access to information systems
C- Validation of input and output data in applications
D- Encryption of information

Answer:
A

Question 9

Question Type: MultipleChoice

Logging in to a computer system is an access-granting process consisting of three steps:
identification, authentication and authorization. What occurs during the first step of this
process: identification?

Options:
A- The first step consists of checking if the user is using the correct certificate.
B- The first step consists of checking if the user appears on the list of authorized users.
C- The first step consists of comparing the password with the registered password.
D- The first step consists of granting access to the information to which the user is authorized.

Answer:
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B
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