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Question 1
Question Type: MultipleChoice

There was a fire in a branch of the company Midwest Insurance. The fire department quickly arrived at the scene and could extinguish

the fire before it spread and burned down the entire premises. The server, however, was destroyed in the fire. The backup tapes kept in

another room had melted and many other documents were lost for good.

What is an example of the indirect damage caused by this fire?

Options: 
A- Melted backup tapes

B- Burned computer systems

C- Burned documents

D- Water damage due to the fire extinguishers

Answer: 
D



Question 2
Question Type: MultipleChoice

A couple of years ago you started your company which has now grown from 1 to 20 employees. Your company's information is worth

more and more and gone are the days when you could keep control yourself. You are aware that you have to take measures, but what

should they be? You hire a consultant who advises you to start with a qualitative risk analysis.

What is a qualitative risk analysis?

Options: 
A- This analysis follows a precise statistical probability calculation in order to calculate exact loss caused by damage.

B- This analysis is based on scenarios and situations and produces a subjective view of the possible threats.

Answer: 
B

Question 3
Question Type: MultipleChoice



An administration office is going to determine the dangers to which it is exposed.

What do we call a possible event that can have a disruptive effect on the reliability of information?

Options: 
A- dependency

B- threat

C- vulnerability

D- risk

Answer: 
B

Question 4
Question Type: MultipleChoice

A well-executed risk analysis provides a great deal of useful information. A risk analysis has four main objectives.



What is not one of the four main objectives of a risk analysis?

Options: 
A- Identifying assets and their value

B- Implementing counter measures

C- Establishing a balance between the costs of an incident and the costs of a security measure

D- Determining relevant vulnerabilities and threats

Answer: 
B

Question 5
Question Type: MultipleChoice

There is a network printer in the hallway of the company where you work. Many employees don't pick up their printouts immediately and

leave them on the printer.

What are the consequences of this to the reliability of the information?



Options: 
A- The integrity of the information is no longer guaranteed.

B- The availability of the information is no longer guaranteed.

C- The confidentiality of the information is no longer guaranteed.

D- The Security of the information is no longer guaranteed.

Answer: 
B

Question 6
Question Type: MultipleChoice

A hacker gains access to a webserver and can view a file on the server containing credit card numbers.

Which of the Confidentiality, Integrity, Availability (CIA) principles of the credit card file are violated?

Options: 



A- Availability

B- Confidentiality

C- Integrity

D- Compliance

Answer: 
B

Question 7
Question Type: MultipleChoice

In order to take out a fire insurance policy, an administration office must determine the value of the data that it manages.

Which factor is [b]not[/b] important for determining the value of data for an organization?

Options: 
A- The content of data.



B- The degree to which missing, incomplete or incorrect data can be recovered.

C- The indispensability of data for the business processes.

D- The importance of the business processes that make use of the data.

Answer: 
A

Question 8
Question Type: MultipleChoice

What is the relationship between data and information?

Options: 
A- Data is structured information.

B- Information is the meaning and value assigned to a collection of data.

Answer: 



B

Question 9
Question Type: MultipleChoice

After a fire has occurred, what repressive measure can be taken?

Options: 
A- Extinguishing the fire after the fire alarm sounds

B- Buying in a proper fire insurance policy

C- Repairing all systems after the fire

Answer: 
A

Question 10
Question Type: MultipleChoice



Which of the following is a preventive security measure?

Options: 
A- Installing logging and monitoring software

B- Shutting down the Internet connection after an attack

C- Storing sensitive information in a data save

Answer: 
C

Question 11
Question Type: MultipleChoice

What is a reason for the classification of information?

Options: 



A- To provide clear identification tags

B- To structure the information according to its sensitivity

C- Creating a manual describing the BYOD policy

Answer: 
B
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