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Question 1
Question Type: MultipleChoice

Which measure is a preventive measure?

Options: 
A- Installing a logging system that enables changes in a system to be recognized

B- Shutting down all internet traffic after a hacker has gained access to the company systems

C- Putting sensitive information in a safe

Answer: 
C

Question 2
Question Type: MultipleChoice

How is the purpose of information security policy best described?



Options: 
A- An information security policy documents the analysis of risks and the search for countermeasures.

B- An information security policy provides direction and support to the management regarding information security.

C- An information security policy makes the security plan concrete by providing it with the necessary details.

D- An information security policy provides insight into threats and the possible consequences.

Answer: 
B

Question 3
Question Type: MultipleChoice

A member of staff denies sending a particular message.

Which reliability aspect of information is in danger here?

Options: 



A- availability

B- correctness

C- integrity

D- confidentiality

Answer: 
C

Question 4
Question Type: MultipleChoice

Information has a number of reliability aspects. Reliability is constantly being threatened. Examples of threats are: a cable becomes

loose, someone alters information by accident, data is used privately or is falsified.

Which of these examples is a threat to integrity?

Options: 
A- a loose cable



B- accidental alteration of data

C- private use of data

D- System restart

Answer: 
B

Question 5
Question Type: MultipleChoice

A fire breaks out in a branch office of a health insurance company. The personnel are transferred to neighboring branches to continue

their work.

Where in the incident cycle is moving to a stand-by arrangements found?

Options: 
A- between threat and incident

B- between recovery and threat



C- between damage and recovery

D- between incident and damage

Answer: 
D

Question 6
Question Type: MultipleChoice

You work in the office of a large company. You receive a call from a person claiming to be from the Helpdesk. He asks you for your

password.

What kind of threat is this?

Options: 
A- Natural threat

B- Organizational threat

C- Social Engineering



D- Arason

Answer: 
C

Question 7
Question Type: MultipleChoice

What is an example of a human threat?

Options: 
A- a lightning strike

B- fire

C- phishing

D- thunderstrom

Answer: 



C

Question 8
Question Type: MultipleChoice

You are the lead auditor of the courier company SpeeDelivery. You have carried out a risk analysis and now want to determine your risk

strategy. You decide to take measures for the large risks but not for the small risks.

What is this risk strategy called?

Options: 
A- Risk bearing

B- Risk avoidance

C- Risk neutral

D- Risk skipping

Answer: 
A
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