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Question 1

Question Type: MultipleChoice

How are data and information related?

Options:
A- Data is a collection of structured and unstructured information
B- Information consists of facts and statistics collected together for reference or analysis
C- When meaning and value are assigned to data, it becomes information

Answer:
C

Question 2

Question Type: MultipleChoice

In the event of an Information security incident, system users' roles and responsibilities are to
be observed, except:

Options:
A- Report suspected or known incidents upon discovery through the Servicedesk
B- Preserve evidence if necessary
C- Cooperate with investigative personnel during investigation if needed
D- Make the information security incident details known to all employees

Answer:
D

Question 3

Question Type: MultipleChoice

Below is Purpose of "Integrity", which is one of the Basic Components of Information Security
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Options:
A- the property that information is not made available or disclosed to unauthorized individuals
B- the property of safeguarding the accuracy and completeness of assets.
C- An information security policy makes the security plan concrete by providing it with the
necessary details.
D- the property of being accessible and usable upon demand by an authorized entity.

Answer:
B

Question 4

Question Type: MultipleChoice

What type of measure involves the stopping of possible consequences of security incidents?

Options:
A- Corrective
B- Detective
C- Repressive
D- Preventive

Answer:
C

Question 5

Question Type: MultipleChoice

A scenario wherein the city or location where the building(s) reside is / are not accessible.

Options:
A- Component
B- Facility
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C- City
D- Country

Answer:
C

Question 6

Question Type: MultipleChoice

What is the name of the system that guarantees the coherence of information security in the
organization?

Options:
A- Information Security Management System (ISMS)
B- Rootkit
C- Security regulations for special information for the government
D- Information Technology Service Management (ITSM)

Answer:
A

Question 7

Question Type: MultipleChoice

Implement plan on a test basis - this comes under which section of PDCA

Options:
A- Plan
B- Do
C- Act
D- Check

Answer:
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B

Question 8

Question Type: MultipleChoice

Which is not a requirement of HR prior to hiring?

Options:
A- Undergo background verification
B- Applicant must complete pre-employment documentation requirements
C- Must undergo Awareness training on information security.
D- Must successfully pass Background Investigation

Answer:
C
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