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Question 1

Question Type: MultipleChoice

Examine the file, Bluetooth, what is the name of the device being examined?



& NVDATA (103 files, 401 KB)

Hex View | file Info
1-byte Setti T -
B 2o st HLa@PR® @ - @ @ [QD &
B 8-byte Setting " Hex View |
[ ABM GPRS PROFILE 00000000 | 1F 00 00 00 01 00 00 00 00 00 00 00 | «.uvucnnn.. .
g Accoustic goo0000C | 73 €1 6E 73 00 00 00 00 F7 51 00 AD | san=s..... Q..
00000018 00 00 00 00 &1 AF OE OO0 00 00 00 00 s eBlacssanas
B apc 00000024 | €8 00 00 00 48 00 00 00 DB 00 00 00 | ....H.......
) AFC Data 00000030 | 00 01 00 00 00 00 00 00 00 00 00 00 | «evuucennnn.
B acc 3 |||l cocooo3c | 01 66 s8 00 DS 00 04 22 00 0B 00 00 | .EX...."....
00000048 | 1F 11 00 00 12 11 00 00 01 11 00 00 | vvuuueennnn.
() Aarm date 00000054 [ 03 11 00 00 05 11 00 00 06 11 00 00 | «evuucennnn.
[ Atarm queve 00000060 | FE FF 00 00 0D 11 00 00 OC 11 00 00 | «.uuvucenn.. .
) Alarm SPOF data 0000006c | 22 11 00 00 24 11 00 00 00 00 00 00 | "...$...... .
B ALs tine 00000078 | 00 00 00 00 00 00 00 00 00 00 00 00 | sevuucennnn.
00000084 | 00 00 00 00 00 00 00 00 00 00 00 00 | veuvauuennnn
(2 Audio EQ E"I 00000030 | 00 00 00 00 00 00 00 00 00 00 00 00 | vevuueenn.. .
B Audio Parameter i llll 00o000sc | 00 00 00 00 00 00 00 00 0C 01 02 00 | .eeuunn.... .
000000ARE 43 45 4C 4C 45 58 2D 57 49 4E 37 00 | CELLEX-WIN7T.
() AUDIO PLAYER BT SETTINGS 000000B4 | OO 00 00 00 00 00 00 0D 00 00 00 00 | .vevvevennns
[ AutoTest 000000c0 | 00 00 00 00 00 00 00 00 00 00 00 00 | -veuuceunenn
[ sanDINFO 000000CC | 00 00 00 00 00 00 00 00 00 00 00 00 | sveueucennnn.
() BARCODE | [[[| 00000008 | E3 44 32 00 83 00 15 00 00 00 00 00 | .D2........ .
" 000000E4 | 00 00 00 00 00 00 00 00 00 00 00 00 | +vuvecucenn.
L Bluetooth info _1 000000F0 | 00 00 00 00 00 00 00 00 00 00 00 00 | ....ceun....
Options:

A- CON




B- WIN7
C- CON...M
D- WIN10

Answer:

B

Question 2

Question Type: MultipleChoice

Where are 10S Class keys stored?

Options:

A-IniCloud
B- Within the metadata of each file
C- Between the flash memory and the system area on the device

D- In effacable storage



Answer:

Question 3

Question Type: MultipleChoice

Which of the following is of most concern when attempting to root an Android device such as Google Glass

when conducting a forensic acquisition?

Options:

A- Rooting this device will overwrite the data partition
B- The manufacturer warranty is voided
C- Device security is altered

D- Traces of the root are left behind

Answer:




Question 4

Question Type: MultipleChoice

What information can you determine by reviewing the (bp2p) file from a BlackBerry OS10 handset?

. 0158DDCA3318A6138A932DE7OGBBESBCES 64B NJfA [settings/pps/services/bp2p/devices/
m 01CAG IFFE08AB2D9FEFD IFF4849CAG 1434 54B N/fA [settings fpps/services/bp2p/devices/
< | m J

BB Al 8 L BB A DR Do

@0158DDCA3318A613BA932DE7068BE6BCES
devicename: :WIN-F52UVRUAEOLl

Options:

A- Cloud accounts

B- Bluetooth pairings



C- Paired computers

D- Connected Wireless Access points

Answer:

B

Question 5

Question Type: MultipleChoice

What is often more of a challenge with mobile forensics than other areas of forensics?

Options:

A- Analysis and Reporting of Information
B- Isolation of devices
C- Identification of evidence

D- Evidence collection



Answer:

Question 6

Question Type: MultipleChoice

When dealing with mobile devices and flash memory, and the fact that data in memory constantly changes

even when the device is simply powered on. It is best practice to:

Options:

A- Only acquire from devices in an OFF state
B- Document those changes that were made to the device during the forensic process
C- Always use a write-blocker when dealing with mobile devices

D- Always remove the battery from a device before acquisition

Answer:

B



Explanation:

mobile device because they communicate using modern protocols such as AT commands and others.
Because of these factors, the goal in forensic becomes to make as little change as possible, and to document

those changes that were made to the device during the forensic process.

Question 7

Question Type: MultipleChoice

Which of the following is a backup tool for smartphones?

Options:

A- Ovi Suite
B- Lifeblog
C- Absinthe



D- Mbackup

Answer:

A

Explanation:

malware and the application Lifeblog is a timelinening tool for Nokia users.

Question 8

Question Type: MultipleChoice

Which of the following devices below runs the Apple iOS operating system?

Options:

A- Apple TV



B- MacBook Pro
C-iPod Touch

D- Apple Watch

Answer:

Explanation:

including the iPhone, iPad and iPod Touch. The Apple watch runs Watch OS, which is similar to i0S. MacBook

Pros run Mac OSX and the Apple TV is using a new operating system called tvOS.

Question 9

Question Type: MultipleChoice

How would an examiner review items deleted from a SQLITE database?



Options:

A- Using a Hex Viewer
B- Converting the database to a txt file
C- Reviewing the file header

D- Selecting the raw data from the table

Answer:

A

Question 10

Question Type: MultipleChoice

What type of acquisition has occurred for this device?

4 B Memory Images

B rileDump (Smart Phones_PDAs_Android zip)
4 25 Memory Ranges

= FileDump



Options:

A- Physical
B- File system
C- Bypass lock

D- Logical

Answer:

B
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