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Question 1
Question Type: MultipleChoice

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-secure.com. He

performs a Teardrop attack on the we-are-secure server and observes that the server crashes. Which of the following is the most likely

cause of the server crash?

Options: 
A- The spoofed TCP SYN packet containing the IP address of the target is filled in both the source and destination fields.

B- The we-are-secure server cannot handle the overlapping data fragments.

C- The ICMP packet is larger than 65,536 bytes.

D- Ping requests at the server are too high.

Answer: 
B

Question 2



Question Type: MultipleChoice

Which of the following is the most common method for an attacker to spoof email?

Options: 
A- Back door

B- Replay attack

C- Man in the middle attack

D- Open relay

Answer: 
D

Question 3
Question Type: MultipleChoice

One of the sales people in your company complains that sometimes he gets a lot of unsolicited messages on his PDA. After asking a

few questions, you determine that the issue only occurs in crowded areas like airports. What is the most likely problem?



Options: 
A- A virus

B- Spam

C- Blue jacking

D- Blue snarfing

Answer: 
C

Question 4
Question Type: MultipleChoice

Which of the following is a tool for SSH and SSL MITM attacks?

Options: 



A- Ettercap

B- Cain

C- Dsniff

D- AirJack

Answer: 
C

Question 5
Question Type: MultipleChoice

Which of the following tools allows you to download World Wide Web sites from the Internet to a local computer?

Options: 
A- Netstat

B- Netcraft

C- HTTrack



D- Cheops-ng

Answer: 
C

Question 6
Question Type: MultipleChoice

Adam works as a professional Computer Hacking Forensic Investigator. He works with the local police. A project has been assigned to

him to investigate an iPod, which was seized from a student of the high school. It is suspected that the explicit child pornography

contents are stored in the iPod. Adam wants to investigate the iPod extensively. Which of the following operating systems will Adam use

to carry out his investigations in more extensive and elaborate manner?

Options: 
A- MINIX 3

B- Linux

C- Windows XP



D- Mac OS

Answer: 
D
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