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Question 1

Question Type: MultipleChoice

Use Kibana to analyze the Azure AD sign-in logs in the azure-* index. On March 31st, 2021, what is the timestamp of the earliest failed
login attempt for the account dcrOss5pymtechlabs.com?

ViewVM

Options:

A-19:21:34
B-18:11:07
C-19:01:27
D- 01:04:24
E-18:12:04
F-19:02:06
G- 01:02:56
H-19:02:12
I-19:35:31



J-18:11:45

Answer:

Question 2

Question Type: MultipleChoice

Access Kibana via http://10.0.1.7:5601 and use the azure-* index pattern. Between March 31st, 2021 and April 3rd, 2021, how many
virtual machines were created that use a Linux operating system?

Options:

A- 4
B- 6
C-5
D- 2
E-3



F-8
G-7
H-9
-1
J-10

Answer:

Question 3

Question Type: MultipleChoice

An engineer is troubleshooting a complaint that a web server in AWS cannot receive incoming traffic, but the server can connect to the
internet otherwise. What is needed to solve this problem?

Options:

A- VPC Subnet



B- NAT Gateway
C- Network Security Group

D- Internet Gateway

Answer:

C

Question 4

Question Type: MultipleChoice

A threat actor conducts brute force attacks against SSH services to gain Initial access. This attack technique falls under which category
of the Google Workspace MITRE ATT&CK matrix?

Options:

A- Defense evasion
B- Discovery

C- Credential access



D- Collection

Answer:

Question 5

Question Type: MultipleChoice

What approach can be used to enable Mac instances on AWS?

Options:

A- Emulating the M1 processor using ARM clusters
B- Installing OS X exclusively on | (Burstable) instance
C- Using physical Mac computers in the data center

D- Virtualizing OS X on Unix servers

Answer:




Question 6

Question Type: MultipleChoice

Which of the following Windows agents would need to be configured on an Azure VM for an investigator to query Its operating system
logs sent to Azure Storage?

Options:

A- Azure Monitor
B- Diagnostic Extension
C- Dependency

D- Log Analytics

Answer:




Question 7

Question Type: MultipleChoice

A client was responsible for their environment's OS, then they delegated this responsibility to their cloud provider. Which of the following
migrations could describe this scenario?

Options:

A- On-prern to UdS
B- SaaStoOn-prem
C- laaS to PaaS
D- PaaS to SaaS

Answer:

Question 8

Question Type: MultipleChoice




A system administration team has deployed several laaS platform servers and intend to host a custom application in the cloud. Which of
the following is the responsibility of the system administration team with this architecture?

Options:

A- Transferring the private key* for encrypting application data to the cloud provider
B- Creating a redundant data center to provide global backups
C- Fixing software vulnerabilities in the code on the perimeter firewall

D- System security patches and updates for the application servers

Answer:

D

Question 9

Question Type: MultipleChoice

Which is a limitation of AWS Lambdas?



Options:

A- Functions must run in less than 15 minutes
B- They can be quite costly to operate
C- Managing systems can be time consuming

D- They only support up to 256 MB of storage

Answer:

A
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