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Question 1
Question Type: MultipleChoice

Based on the data shown below.



Which wireless access point has the manufacturer default settings still in place?

Options: 



A- Starbucks

B- Linksys

C- Hhonors

D- Interwebz

Answer: 
B

Question 2
Question Type: MultipleChoice

What is the business goal of the Inventory and Control of Software Assets Control?

Options: 
A- Only authorized software should be installed on the agency 's c omput er s ys t ems

B- All software conforms to licensing requirements for the business

C- Accurate software versions are captured to enable patching



D- Accurate software versions and counts are documented for licensing updates

Answer: 
A

Question 3
Question Type: MultipleChoice

An organization wants to test its procedure for data recovery. Which of the following will be most effective?

Options: 
A- Verifying a file can be recovered from backup media

B- Verifying that backup process is running when it should

C- Verifying that network backups can't be read in transit

D- Verifying there are no errors in the backup server logs

Answer: 



A

Question 4
Question Type: MultipleChoice

How can the results of automated network configuration scans be used to improve the security of the network?

Options: 
A- Reports can be sent to the CIO for performance benchmarks

B- Results can be provided to network engineers as actionable feedback

C- Scanners can correct network configurations issues

D- Results can be included in audit evidence failures

Answer: 
B

Question 5



Question Type: MultipleChoice

An organization is implementing a control within the Application Software Security CIS Control. How can they best protect against

injection attacks against their custom web application and database applications?

Options: 
A- Ensure the web application server logs are going to a central log host

B- Filter input to only allow safe characters and strings

C- Configure the web server to use Unicode characters only

D- Check user input against a list of reserved database terms

Answer: 
B

Question 6
Question Type: MultipleChoice



A need has been identified to organize and control access to different classifications of information stored on a fileserver. Which of the

following approaches will meet this need?

Options: 
A- Organize files according to the user that created them and allow the user to determine permissions

B- Divide the documents into confidential, internal, and public folders, and ser permissions on each folder

C- Set user roles by job or position, and create permission by role for each file

D- Divide the documents by department and set permissions on each departmental folder

Answer: 
B

Question 7
Question Type: MultipleChoice

What could a security team use the command line tool Nmap for when implementing the Inventory and Control of Hardware Assets

Control?



Options: 
A- Control which devices can connect to the network

B- Passively identify new devices

C- Inventory offline databases

D- Actively identify new servers

Answer: 
D
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