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Question 1

Question Type: MultipleChoice

Which of the following statements about Public Key Infrastructure (PKI) are true? Each correct answer represents a complete solution.
Choose two.

Options:

A- It is a digital representation of information that identifies users.
B- It uses asymmetric key pairs.
C- It uses symmetric key pairs.

D- It provides security using data encryption and digital signature.

Answer:

B,D

Question 2

Question Type: MultipleChoice




You are developing an online business solution for National Institute of Meteorological and

Oceanographic Research (NIMOR). A case study for the organization is given in the exhibit. Based on the case study, you need to
implement Internet security so that no user can hack confidential data. According to you, which of the following security options will you
use for your solution? Each correct answer represents a complete solution. Choose all that apply. (Click the Exhibit button on the toolbar
to see the case study.)

Options:

A- Antivirus and antispyware software
B- Secure Sockets Layer and digital certificates
C- Firewall security

D- Automatic Updates in Windows XP

Answer:

A C

Question 3

Question Type: MultipleChoice




Which of the following statements are true about security risks? Each correct answer represents a complete solution. Choose three.

Options:

A- They are considered an indicator of threats coupled with vulnerability.
B- They can be mitigated by reviewing and taking responsible actions based on possible risks.
C- They can be removed completely by taking proper actions.

D- They can be analyzed and measured by the risk analysis process.

Answer:

A B, D

Question 4

Question Type: MultipleChoice

You have created a Web site, which will be used for e-commerce. You want to ensure that the

transactions are highly secured. For this purpose, you have to create a system to verify the identity of a potential customer. Which of the
following security techniques will you use?



Options:

A- Asymmetric encryption
B- Symmetric encryption
C- Spoofing

D- Digital certificate

Answer:

D

Question 5

Question Type: MultipleChoice

Which of the following types of attack can guess a hashed password?

Options:




A- Teardrop attack
B- Evasion attack
C- Denial of Service attack

D- Brute force attack

Answer:

D

Question 6

Question Type: MultipleChoice

You work as a Software Developer for uCertify Inc. You have developed a Data Access Logic (DAL) component that will be part of a
distributed application. You are conducting integration testing with other components of the distributed application. Which of the following

types of testing methods will you need to perform to identify potential security-related issues? Each correct answer represents a part of
the solution. Choose two.

Options:




A- Unit testing

B- Stress testing

C- Load testing

D- Black box testing

E- White box testing

Answer:

D, E

Question 7

Question Type: MultipleChoice

Which of the following processes is responsible for low risk, frequently occurring low cost changes?

Options:

A- Incident Management

B- IT Facilities Management



C- Request Fulfillment

D- Release Management

Answer:

C
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