
Free Questions for GISP by certsinside

Shared by Burt on 29-01-2024

For More Free Questions and Preparation Resources

Check the Links on Last Page



Question 1
Question Type: MultipleChoice

Which of the following terms is used for the process of securing a system or a device on a network infrastructure?

Options: 
A- Authentication

B- Sanitization

C- Hardening

D- Cryptography

Answer: 
C

Question 2
Question Type: MultipleChoice



You work as a Network Administrator for NetTech Inc. The company's network is connected to the Internet. For security, you want to

restrict unauthorized access to the network with minimum administrative effort. You want to implement a hardware-based solution. What

will you do to accomplish this?

Options: 
A- Implement a proxy server on the network.

B- Implement firewall on the network.

C- Connect a router to the network.

D- Connect a brouter to the network.

Answer: 
B

Question 3
Question Type: MultipleChoice

Which of the following steps are generally followed in computer forensic examinations?



Each correct answer represents a complete solution. Choose three.

Options: 
A- Encrypt

B- Acquire

C- Authenticate

D- Analyze

Answer: 
B, C, D

Question 4
Question Type: MultipleChoice

Which of the following are tunneling protocols?

Each correct answer represents a complete solution. Choose two.



Options: 
A- SMTP

B- NNTP

C- L2TP

D- PPTP

Answer: 
C, D

Question 5
Question Type: MultipleChoice

Which of the following devices reads the destination's MAC address from each incoming data packet and forwards the data packet to its

destination?

Options: 
A- Brouter



B- Router

C- Hub

D- Switch

Answer: 
D

Question 6
Question Type: MultipleChoice

In which of the following security tests does the security testing team simulate as an employee or other person with an authorized

connection to the organization's network?

Options: 
A- Remote network

B- Remote dial-up network

C- Stolen equipment



D- Local network

Answer: 
D

Question 7
Question Type: MultipleChoice

Which of the following user authentications are supported by the SSH-1 protocol but not by the SSH-2 protocol?

Each correct answer represents a complete solution. Choose all that apply.

Options: 
A- Password-based authentication

B- Rhosts (rsh-style) authentication

C- TIS authentication

D- Kerberos authentication



Answer: 
B, C, D

Question 8
Question Type: MultipleChoice

Which of the following protocols work at the network layer?

Each correct answer represents a complete solution. Choose three.

Options: 
A- RIP

B- OSPF

C- SPX

D- IGMP

Answer: 
A, B, D



Question 9
Question Type: MultipleChoice

Which of the following authentication protocols provides support for a wide range of authentication methods, such as smart cards and

certificates?

Options: 
A- CHAP

B- PAP

C- EAP

D- MS-CHAP v2

Answer: 
C

Question 10



Question Type: MultipleChoice

Which of the following terms is used for a router that filters traffic before it is passed to the firewall?

Options: 
A- Screened host

B- Demilitarized zone (DMZ)

C- Bastion host

D- Honey pot

Answer: 
A

Question 11
Question Type: MultipleChoice

Which of the following terms describes an attempt to transfer DNS zone data?



Options: 
A- Reconnaissance

B- Dumpster diving

C- Encapsulation

D- Spam

Answer: 
A

Question 12
Question Type: MultipleChoice

Mark works as a Network Administrator for NetTech Inc. The company has a Windows 2000 domain-based network. Users report that

they are unable to log on to the network. Mark finds that accounts are locked out due to multiple incorrect log on attempts. What is the

most likely cause of the account lockouts?

Options: 



A- Brute force attack

B- Spoofing

C- PING attack

D- SYN attack

Answer: 
A
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