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Question 1
Question Type: MultipleChoice

When file integrity checking is enabled, what feature is used to determine if a monitored file has been modified?

Options: 
A- file size

B- Last modified dale

C- File change notifications in the Application Event Log

D- One-way hash

Answer: 
D

Question 2
Question Type: MultipleChoice



What could be used to mitigate hash collisions?

Options: 
A- Using a larger key space for the encryption

B- Using additional arbitrary data to append to the file

C- Using separate keys for encryption and decryption

D- Using a larger bit length for the algorithm

Answer: 
D

Question 3
Question Type: MultipleChoice

Which file would the entry below be found in?

net.ipv6.conf.all.acctpt-ra=0



Options: 
A- /etcsysctl.conf

B- /etc/crontab

C- /etc/shadow

D- /etc/hosts

E- /etc/pam.d/system-auth

Answer: 
A

Question 4
Question Type: MultipleChoice

Dilbert wants to have a script run on his Windows server every time Wally logs into it. Where should he place this script?

Options: 



A- HKEY_LOCAL_MACHINF\SOFTWARE\Mlcrosofl\Wlndows\CurrentVerslon\RunOnce

B- Default Domain Policy > User Configuration > Windows Settings > Scripts (Logon/Logoff)

C- HKEY.LOCAL MACHIN\SOFTWARE\Microsolt\Windows\CurrentVersion\Run

D- Default Domain Policy > Computer Configuration > Windows Settings > Scripts (Startup/Shutdown)

Answer: 
B

Question 5
Question Type: MultipleChoice

What is achieved with the development of a communication flow baseline?

Options: 
A- Validation of data access

B- Classification of critical data

C- Categorization of internal risks



D- Identification of existing IT assets

Answer: 
D

Question 6
Question Type: MultipleChoice

Which of the following utilities can be used to manage the Windows Firewall (WF) from the command line?

Options: 
A- secedit.exe

B- sc.exe

C- netsh.exe

D- net.exe

Answer: 



C

Question 7
Question Type: MultipleChoice

Which of the following Microsoft services integrates SSO into Microsoft 365 by syncing with on-premises servers?

Options: 
A- Intune

B- Azure AD Connect

C- Teams

D- Azure Key Vault

Answer: 
B

Question 8



Question Type: MultipleChoice

How can an adversary utilize a stolen database of unsalted password hashes?

Options: 
A- Decrypt them to find the dear text passwords

B- Compare the hashed output of guessed passwords with them

C- Authenticate with the service associated with the on-line database

D- Reverse engineer them to find the encryption key

Answer: 
B

Question 9
Question Type: MultipleChoice

An attacker is able to trick an IDS into ignoring malicious traffic through obfuscation of the packet payload. What type of IDS error has

occurred?



Options: 
A- True Negative

B- True Positive

C- False Positive

D- False Negative

Answer: 
D

Question 10
Question Type: MultipleChoice

Critical information is encrypted within an application accessible only to a small group of administrators, with a separate group of

administrators holding the decryption keys. What Defense in Depth approach is being used?

Options: 



A- Information-Centric

B- Uniform Protection

C- Protected Enclaves

D- Threat Vector Analysis

Answer: 
A
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