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Question 1
Question Type: MultipleChoice

Which of the following roles is used to ensure that the confidentiality, integrity, and availability of the services are maintained to the levels

approved on the Service Level Agreement (SLA)?

Options: 
A- The Change Manager

B- The IT Security Manager

C- The Configuration Manager

D- The Service Level Manager

Answer: 
B

Question 2
Question Type: FillInTheBlank



Fill in the blank with the appropriate type of router.

A _________ router performs packet-filtering and is used as a firewall.

Answer: 

Question 3
Question Type: MultipleChoice

John works as a professional Ethical Hacker. He has been assigned the task of testing the security of www.we-are-secure.com. He

installs a sniffer on the We-are-secure server thinking that the following protocols of the We-are-secure server are being used in the

network:

* HTTP

* SSL

* SSH

* IPSec



Considering the above factors, which of the following types of packets can he expect to see captured in encrypted form when he checks

the sniffer's log file?

Each correct answer represents a complete solution. Choose all that apply.

Options: 
A- SSH

B- IPSec

C- HTTP

D- SSL

Answer: 
A, B, D

Question 4
Question Type: MultipleChoice

Which of the following tools can be used to perform ICMP tunneling?



Each correct answer represents a complete solution. Choose two.

Options: 
A- WinTunnel

B- Ethereal

C- Itunnel

D- Ptunnel

Answer: 
C, D

Question 5
Question Type: MultipleChoice

Which of the following records is the first entry in a DNS database file?

Options: 



A- MX

B- SOA

C- CNAME

D- SRV

Answer: 
B

Question 6
Question Type: MultipleChoice

Andrew works as a Network Administrator for Infonet Inc. The company's network has a Web server that hosts the company's Web site.

Andrew wants to increase the security of the Web site by implementing Secure Sockets Layer (SSL). Which of the following types of

encryption does SSL use?

Each correct answer represents a complete solution. Choose two.

Options: 



A- Secret

B- Synchronous

C- Asymmetric

D- Symmetric

Answer: 
C, D
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