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Question 1
Question Type: FillInTheBlank

Which directive is used in an OpenVPN server configuration in order to send network configuration information to the client? (Specify

ONLY the option name without any values or parameters.)

Answer: 

Explanation: 
https;//community.openvpn.net/openvpn/wiki/RoutedLans

Question 2
Question Type: MultipleChoice

Which of the following terms refer to existing scan techniques with nmap? (Choose TWO correct answers.)



Options: 
A- Xmas Scan

B- Zero Scan

C- FIN Scan

D- IP Scan

E- UDP SYN Scan

Answer: 
A, C

Question 3
Question Type: MultipleChoice

Which of the following statements describes the purpose of ndpmon?

Options: 



A- it monitors the network for neighbor discovery messages from new IPv6 hosts and routers

B- it monitors remote hosts by periodically sending echo requests to them.

C- it monitors the availability of a network link by querying network interfaces.

D- It monitors the network for IPv4 nodes that have not yet migrated to IPv6.

E- It monitors log files for failed login attempts in order to block traffic from offending network nodes

Answer: 
A

Question 4
Question Type: MultipleChoice

What is the purpose of IP sets?

Options: 
A- They group together IP addresses that are assigned to the same network interfaces.

B- They group together IP addresses and networks that can be referenced by the network routing table.



C- They group together IP addresses that can be referenced by netfilter rules.

D- They group together IP and MAC addresses used by the neighbors on the local network.

E- They group together IP addresses and user names that can be referenced from /etc/hosts allow and /etc/hosts deny

Answer: 
C

Question 5
Question Type: MultipleChoice

Which of the following methods can be used to deactivate a rule in Snort? (Choose TWO correct answers.)

Options: 
A- By placing a # in front of the rule and restarting Snort

B- By placing a pass rule in local.rules and restarting Snort.

C- By deleting the rule and waiting for Snort to reload its rules files automatically.

D- By adding a pass rule to /etc/snort/rules.deactivated and waiting for Snort to reload its rules files automatically.



Answer: 
B, C

Question 6
Question Type: MultipleChoice

Which of the following keywords are built-in chairs for the iptables nat table? (Choose THREE correct answers)

Options: 
A- OUTPUT

B- MASQUERADE

C- PROCESSING

D- POSTROUTING

E- PREROUTING

Answer: 
A, D, E



Question 7
Question Type: MultipleChoice

Which of the following commands displays all ebtable rules contained in the table filter including their packet and byte counters?

Options: 
A- ebtables -t nat -L -v

B- ebtables-L-t filter -Lv

C- ebtables-t filter-L-Lc

D- ebtables -t filter -Ln -L

E- ebtables-L -Lc-t filter

Answer: 
C
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