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Question 1
Question Type: MultipleChoice

ISO 27002 provides guidance in the following area

Options: 
A- PCI environment scoping

B- Information handling recommendations

C- Framework for an overall security and compliance program

D- Detailed lists of required policies and procedures

Answer: 
C

Question 2
Question Type: MultipleChoice



Select risk control activities for domain "10. Encryption" of ISO / 27002: 2013 (Choose two)

Options: 
A- Work in safe areas

B- Cryptographic Controls Use Policy

C- Physical security perimeter

D- Key management

Answer: 
B, D

Question 3
Question Type: MultipleChoice

How many domains does ISO / IEC 27002: 2013 have?



Options: 
A- 140

B- 14

C- 110

D- 114

Answer: 
B

Question 4
Question Type: MultipleChoice

Select the controls that correspond to the domain "9. ACCESS CONTROL" of ISO / 27002 (Choose three)

Options: 
A- Restriction of access to information



B- Return of assets

C- Management of access rights with special privileges

D- Withdrawal or adaptation of access rights

Answer: 
A, B, D

Question 5
Question Type: MultipleChoice

What is the ISO / IEC 27002 standard?

Options: 
A- It is a guide of good practices that describes the control objectives and recommended controls regarding information security.

B- It is a guide that focuses on the critical aspects necessary for the successful design and implementation of an ISMS in accordance

with ISO / IEC 27001

C- It is a guide for the development and use of applicable metrics and measurement techniques to determine the effectiveness of an

ISMS and the controls or groups of controls implemented according to ISO / IEC 27001.



Answer: 
A

Question 6
Question Type: MultipleChoice

Which of these control objectives are NOT in the domain "12. OPERATIONAL SAFETY"?

Options: 
A- Protection against malicious code

B- Redundancies

C- Test data

D- Technical vulnerability management

Answer: 
B
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