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Question 1
Question Type: MultipleChoice

Which of the following password cracking attacks is based on a pre-calculated hash table to retrieve plain text passwords?

Options: 
A- Brute Force attack

B- Hybrid attack

C- Dictionary attack

D- Rainbow attack

Answer: 
D

Question 2
Question Type: MultipleChoice



Victor is a novice Ethical Hacker. He is learning the hacking process, i.e., the steps taken by malicious hackers to perform hacking.

Which of the following steps is NOT included in the hacking process?

Options: 
A- Preparation

B- gaining access

C- Scanning

D- Reconnaissance

Answer: 
A

Question 3
Question Type: MultipleChoice

Which of the following firewalls inspects the actual contents of packets?



Options: 
A- Application-level firewall

B- Stateful inspection firewall

C- Packet filtering firewall

D- Circuit-level firewall

Answer: 
A

Question 4
Question Type: MultipleChoice

Which of the following tools can be used to check whether the network interface is in promiscuous mode or not?

Options: 
A- IPTraf



B- MRTG

C- Chkrootkit

D- Ntop

Answer: 
C

Question 5
Question Type: MultipleChoice

John works as a Network Administrator for Samtech Inc. He has configured CDP on each interface of the router. Which of the following

commands should he use to list the number of CDP advertisements?

Options: 
A- show interfaces [type number]

B- show cdp traffic

C- show interfaces status



D- show cdp

Answer: 
B

Question 6
Question Type: MultipleChoice

Which of the following ports is used by NTP for communication?

Options: 
A- 143

B- 123

C- 161

D- 53

Answer: 



B

Question 7
Question Type: MultipleChoice

What is the function of PING LOCALHOST command?

Options: 
A- It verifies that DNS is correctly set up to allow communication with a host, named LOCALHO ST.

B- It verifies that TCP/IP is bound correctly to the network adapter by communicating with the domain controller.

C- It verifies that TCP/IP is bound correctly to the network adapter by communicating with the successfully initialized IP address.

D- It verifies that TCP/IP is bound correctly to the network adapter by communicating with the loopback address 127.0.0.1.

Answer: 
D

Question 8



Question Type: MultipleChoice

You work as a Network Administrator for Net Perfect Inc. The company's network is configured with Internet Security and Acceleration

(ISA) Server 2000 to provide firewall services. You want to block all e-mails coming from the domain named fun4you.com. How will you

accomplish this?

Options: 
A- Enable POP intrusion detection filter. Block e-mails from the fun4you.com domain.

B- Enable SMTP filter. Add the fun4you.com domain name to the list of rejected domains.

C- Create a site and content rule to prohibit access to the fun4you.com domain.

D- Create a protocol rule that allows only authorized users to use the SMTP protocol.

Answer: 
B

Question 9
Question Type: MultipleChoice



Which of the following ICMPv6 neighbor discovery messages is sent by hosts to request an immediate router advertisement, instead of

waiting for the next scheduled advertisement?

Options: 
A- Neighbor Solicitation

B- Router Solicitation

C- Neighbor Advertisement

D- Router Advertisement

Answer: 
B

Question 10
Question Type: MultipleChoice

Victor wants to use Wireless Zero Configuration (WZC) to establish a wireless network connection using his computer running on

Windows XP operating system. Which of the following are the most likely threats to his computer?



Each correct answer represents a complete solution. Choose two.

Options: 
A- Attacker can use the Ping Flood DoS attack if WZC is used.

B- Information of probing for networks can be viewed using a wireless analyzer and may be used to gain access.

C- It will not allow the configuration of encryption and MAC filtering. Sending information is not secure on wireless network.

D- Attacker by creating a fake wireless network with high power antenna cause Victor's computer to associate with his network to gain

access.

Answer: 
B, D
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