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Question 1
Question Type: MultipleChoice

Which statements best describe auto discovery VPN (ADVPN). (Choose two.)

Options: 
A- It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes.

B- ADVPN is only supported with IKEv2.

C- Tunnels are negotiated dynamically between spokes.

D- Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are defined in advance.

Answer: 
A, C

Question 2
Question Type: MultipleChoice



Which CLI command will display sessions both from client to the proxy and from the proxy to the servers?

Options: 
A- diagnose wad session list

B- diagnose wad session list | grep hook-pre&&hook-out

C- diagnose wad session list | grep hook=pre&&hook=out

D- diagnose wad session list | grep 'hook=pre'&'hook=out'

Answer: 
A

Question 3
Question Type: MultipleChoice

Which two types of traffic are managed only by the management VDOM? (Choose two.)



Options: 
A- FortiGuard web filter queries

B- PKI

C- Traffic shaping

D- DNS

Answer: 
A, D

Question 4
Question Type: MultipleChoice

Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based inspection mode?

(Choose two.)

Options: 
A- Warning



B- Exempt

C- Allow

D- Learn

Answer: 
A, C

Question 5
Question Type: MultipleChoice

What inspection mode does FortiGate use if it is configured as a policy-based next-generation firewall (NGFW)?

Options: 
A- Full Content inspection

B- Proxy-based inspection

C- Certificate inspection



D- Flow-based inspection

Answer: 
D

Explanation: 
FortiGate Infrastructure 7.2 Study Guide (p.90): 'However, if NGFW mode is Policy-based, then the inspection mode for all policies in

that VDOM is always flow and there is no option available in the policy to change it.'

Question 6
Question Type: MultipleChoice

Which of statement is true about SSL VPN web mode?

Options: 



A- The tunnel is up while the client is connected.

B- It supports a limited number of protocols.

C- The external network application sends data through the VPN.

D- It assigns a virtual IP address to the client.

Answer: 
B

Explanation: 
FortiGate_Security_6.4 page 575 - Web mode requires only a web browser, but supports a limited number of protocols.

Question 7
Question Type: MultipleChoice

Which statement regarding the firewall policy authentication timeout is true?



Options: 
A- It is an idle timeout. The FortiGate considers a user to be 'idle' if it does not see any packets coming from the user's source IP.

B- It is a hard timeout. The FortiGate removes the temporary policy for a user's source IP address after this timer has expired.

C- It is an idle timeout. The FortiGate considers a user to be 'idle' if it does not see any packets coming from the user's source MAC.

D- It is a hard timeout. The FortiGate removes the temporary policy for a user's source MAC address after this timer has expired.

Answer: 
A

Question 8
Question Type: MultipleChoice

Which three statements are true regarding session-based authentication? (Choose three.)

Options: 
A- HTTP sessions are treated as a single user.



B- IP sessions from the same source IP address are treated as a single user.

C- It can differentiate among multiple clients behind the same source IP address.

D- It requires more resources.

E- It is not recommended if multiple users are behind the source NAT

Answer: 
A, C, D
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