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Question 1
Question Type: MultipleChoice

This is one of the areas defined in the ISO 17799 Security Standard.

Options: 
A- Operational policy

B- Risk analysis

C- Computer and network management

D- Application management

E- Security procedures

Answer: 
C

Question 2
Question Type: MultipleChoice



During your discussions with one of the clients, you need to explain the meaning of a Virtual Private Network. Select the best definition:

Options: 
A- A VPN enables a group of two or more computer systems or networks, such as between a hospital and a clinic, to communicate

securely over a public network, such as the Internet.

B- A VPN is used within the organization only and a firewall is needed to communicate with the external network.

C- A VPN requires a private dedicated communication between the two end points.

D- A VPN may exist between an individual machine and a private network but, never between a machine on a private network and a

remote network.

E- A VPN is a ''real'' private network as opposed to a ''virtual'' network.

Answer: 
A

Question 3
Question Type: MultipleChoice



Statement 1: A firewall is one or more systems, that may be a combination of hardware and software that serves as a security

mechanism to prevent unauthorized access between trusted and un-trusted networks.

Statement 2: A firewall refers to a gateway that restricts the flow of information between the external Internet and the internal network.

Statement 3: Firewall systems can protect against attacks that do not pass through its' network interlaces.

Options: 
A- Statement 1 is TRUE, Statement 2 is TRUE and Statement 3 is TRUE

B- Statement 1 is TRUE, Statement 2 is TRUE and Statement 3 is FALSE

C- Statement 1 is TRUE, Statement 2 is FALSE and Statement 3 is TRUE

D- Statement 1 is FALSE, Statement 2 is TRUE and Statement 3 is TRUE

E- Statement I is FALSE, Statement 2 is FALSE and Statement 3 is TRUE

Answer: 
B

Question 4
Question Type: MultipleChoice



''Access Control'' is:

Options: 
A- A list of authorized entities, together with their certificate rights

B- Corroborating your identity

C- Restrictions on the ability of a user to use a system or an object in that system

D- Proving that nothing regarding your identity has been altered

E- Being unable to deny you took part in a transaction

Answer: 
C

Question 5
Question Type: MultipleChoice

This is referred to as the ''fingerprint'' of a message:



Options: 
A- Ciphertext

B- Cryptotext

C- Blowfish

D- 3DES

E- Message Digest

Answer: 
E

Question 6
Question Type: MultipleChoice

Which of the following is a commonly used message digest?

Options: 



A- Blowfish

B- MD5

C- AES

D- 3DES

E- RSA

Answer: 
B

Question 7
Question Type: MultipleChoice

The objective of this HIPAA security category includes policies and procedures to protect, control and monitor access to electronic

Protected Health Information (ePHI):

Options: 
A- Technical Safeguards



B- Technical Security Mechanisms

C- Electronic Signatures

D- Administrative Safeguards

E- Physical Safeguards

Answer: 
A

Question 8
Question Type: MultipleChoice

Select the best explanation of symmetric cryptosystem:

Options: 
A- One key is used to encrypt and the second paired key is used to decrypt.

B- The message is encrypted using the public key of the receiver and decrypted using the private key of the sender.

C- One key is used to encrypt and generate the hash of the message and the second is used to decrypt the message hash.



D- The private key is used to encrypt the message and the paired public key is used to decrypt the message.

E- The same key is used to encrypt and decrypt.

Answer: 
E
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