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Question 1
Question Type: MultipleChoice

The only component of Kerberos that knows about user passwords is:

Options: 
A- Key Distribution Protocol (KDP)

B- Certificate Authority (CA)

C- Encryption Library

D- Kerberos Authentication Server (KAS)

E- Database Propagation Software

Answer: 
D

Question 2
Question Type: MultipleChoice



Which of the following is an example of a symmetric key algorithm?

Options: 
A- MD4

B- PSA

C- Diffie-Hellman

D- Blowfish

E- SHA-1

Answer: 
D

Question 3
Question Type: MultipleChoice

This Standard addresses technical security measures to protect data moving over a network



Options: 
A- Non-repudiation

B- Encryption and Decryption

C- Mechanism to Authenticate ePHI

D- Integrity

E- Transmission Security

Answer: 
E

Question 4
Question Type: MultipleChoice

''Authentication'' is:

Options: 



A- Proving you are the person you claim to be

B- Being able to access system resources such as files and directories

C- The ability to know the origin of a data packet

D- Proving that nothing regarding your identity has been altered

E- Being unable to deny you took part in a transaction

Answer: 
A

Question 5
Question Type: MultipleChoice

An example of a strong authentication method is:

Options: 
A- A dumb terminal

B- A retina scans



C- A token

D- A ten character password with a combination of letters and numbers

E- A biometric device used in combination with a password

Answer: 
E

Question 6
Question Type: MultipleChoice

A major drawback of symmetric key encryption is:

Options: 
A- It can only be used in PKI environments.

B- The keys must somehow be distributed in a secure manner.

C- Implementations are generally more expensive than other encryption methods.

D- It is not a scalable as asymmetric key encryption.



E- It is not as reliable as other encryption methods.

Answer: 
B

Question 7
Question Type: MultipleChoice

A patient calls in to the doctors' office to enquire about lab results for a specific diagnosis for which blood samples were collected several

days ago. The nurse, before disclosing the information, would like to authenticate the individual. What method of authentication may be

used by the nurse?

Options: 
A- Telephone call back.

B- VPN PIN

C- PRI CA verification

D- SSL key



E- Automatic logoff

Answer: 
A

Question 8
Question Type: MultipleChoice

The implementation specifications of this standard include Automatic Logoff and Unique User Identification.

Options: 
A- Transmission security?

B- Person or entity authentication

C- Integrity

D- Access control

E- Audit controls



Answer: 
D
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