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Question 1

Question Type: MultipleChoice

A university wants to deploy ClearPass with the Guest module. They have two types of users that need to use web login authentication.
The first type of users are students whose accounts are in an Active Directory server. The second type of users are friends of students
who need to self-register to access the network.

How should the service be setup in the Policy Manager for this Network?

Options:

A- Guest User Repository and Active Directory server both as authentication sources

B- Active Directory server as the authentication source, and Guest User Repository as the authorization source

C- Guest User Repository as the authentication source, and Guest User Repository and Active Directory server as authorization sources
D- Either the Guest User Repository or Active Directory server should be the single authentication source

E- Guest User Repository as the authentication source and the Active Directory server as the authorization source

Answer:




Question 2

Question Type: MultipleChoice

Refer to the exhibit.
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Conditions Role Name

?(Authorlzatiun:remotelab AD:Department EQUALS Product Management) Executive
"/OR (Authorization:remotelab AD:UserDN EQUALS Executive)

.(Authorization: [Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Windows) Vendor
\(Authorization: [ Endpoints Repository]:Category CONTAINS SmartDevice) iOS Device
'AND (Authorization: [ Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Apple)

. (Authorization: remotelab AD:UserDN EXISTS ) [Employee]
|(Authorization: remotelab AD: Department EQUALS HR)

OR (Connection: NAD-IP-Address BELONGS_TO_GROUP HQ) HR Local

'OR (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)

|(Host:OSType CONTAINS Fedora)

6. OR (Host:OSType CONTAINS Redhat) Linux User
|OR (Host:OSType CONTAINS Ubuntu)

7. (Connection: NAD-IP-Address BELONGS_TO_GROUP Remote NAD) Remote Employee

Exhibit:accp67-236

An AD user's department attribute is configured as *HR". The user connects on Monday using their Windows Laptop to a switch that
belongs to the Device Group HQ. Which role is assigned to the user in ClearPass?



Options:

A- Executive

B- i0S Device

C- Vendor

D- Remote Employee

E- HR Local

Answer:

D, E

Question 3

Question Type: MultipleChoice

When is it necessary to use an SNMP based Enforcement profile to send a VIAN?

Options:




A- When we have to assign a vlan to a wired user on a third party wired switch that doesn't support RADIUS return attributes.
B- When we have to assign a VLAN to a wired user on an Aruba Mobility Access Switch.

C- When we have to assign a VIAN to a wired user on an Aruba Mobility Controller.

D- When we have to assign a VLAN to a wired user on a third party wired switch that doesn't support RADIUS authentication.

E- When we have to assign a VLAN to a wireless user on an Aruba Mobility Controller.

Answer:

Question 4

Question Type: MultipleChoice

Refer to the exhibit.



w) Start Here
5 Certificate Authorities
. 'Q, Management and Control
- [ Configuration
w Start Here
ﬂff Network Settings
. 10S Settings
Qs, Windows Applications
+ @/ Deployment and Provisioning
@ seif-Service Portal

Employee Secure
Enter a name for the network,

H:nnnm to the example network,

* Name:

Description:

Enter a description for the network

Wireless only B

* Network Type: Select which types of network will be provisioned
Enterprise security (802.1X) will be selected if wired networks are to be supported

Enterprise (802.1X) B
* Security Type: Select the authentication method used for the network
Enterprise security (B02.1X) will be selected if wired networks are to be supported

Wireless Network Settings

Options for wireless nétwork access.

WPA2 with AES (recommended) '
» Security Version: Select the WPA encryption version for the wireless network
This setting is used for Windows, Android and Legacy OS5 X (10.5/6) devices only,

i0S and 05 X 10.7+ (Lion or later) devices auto-detect the WPA version,

secu e omp
Enter the SSID of the wireless network to connect to

Hidden network
Select this ootion if the wireless network is not ooen or broadcasting.

Exhibit:accpé7-534

* 551D:

Wireless

Which statements accurately describe the status of the Onboarded devices in the configuration tor the network settings shown? (Select

two.)



Options:

A- They will connect to Employee Secure SSID after provisioning.

B- They will connect to Employee_Secure SSID for provisioning their devices.
C- They will use WPA2-PSK with AES when connecting to the SSID.

D- They will connect to secure_emp SSID after provisioning.

E- They will perform 802.1X authentication when connecting to the SSID.

Answer:

D, E

Question 5

Question Type: MultipleChoice

What are Operator Profiles used for?

Options:




A- to enforce role based access control for Aruba Controllers

B- to enforce role based access control for ClearPass Policy Manager admin users
C- to enforce role based access control for ClearPass Guest Admin users

D- to assign ClearPass roles to guest users

E- to map AD attributes to admin privilege levels in ClearPass Guest

Answer:

Question 6

Question Type: MultipleChoice

Refer to the exhibit.



Configuration » Services = Edit - CompanyX Onboard Authonzation
Services - CompanyX Onboard Authorization

mmmmm

Use Cached Results: Use cached Roles and Posture attnbutes from previous sessions

Enforcement Policy: CompanyX Onboard Authorization Policy - Add new En
Enforcement Polhcy Details

Description: Sample policy controlling authorization during Onboard provisioning

Default Profile: [Deny Access Profile)

Rules Evaluation Algorithm: evaluate-all

Conditions Enforcement Profiles
(Date:Day-of-Week .
I Al A P Aru
Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday) [Alow Access Profile], ba Terminate Session]

Exhibit:accpf7-543

Based on the configuration of the Enforcement Profiles In the Onboard Authorization service shown, which Onboarding action will occur?

Options:

A- The device will be disconnected from the network after Onboarding so that an EAP-TLS authentication is not performed.

B- The device will be disconnected from and reconnected to the network after Onboarding is completed.



C- The device's onboard authorization request will be denied.
D- The device will be disconnected after post-Onboarding EAP-TLS authentication, so a second EAP-TLS authentication is performed.

E- After logging in on the Onboard web login page, the device will be disconnected form and reconnected to the network before Onboard
begins.

Answer:

Question 7

Question Type: MultipleChoice

Which is a valid policy simulation types in ClearPass? (Select three.)

Options:

A- Enforcement Policy
B- Posture token derivation

C- Role Mapping



D- Endpoint Profiler

E- Chained simulation

Answer:

A C E

Question 8

Question Type: MultipleChoice

Refer to the exhibit.



Configuration » Identity » Local Users

Local Users

Filter: Role

=

User ID 4
john
mike

neil

Showing 1-3 of 3

Options:

IE] contains employee

john
mike

neil

Exhibizt:

accpb6T=378

[Employee]
[Employee]

[Employee]

A- mike

B- We can't know this from the screenshot above.

C- Employee



D- john

Answer:

Question 9

Question Type: MultipleChoice

Why is a terminate session enforcement profile used during posture checks with 802.1 x authentication?

Options:

A- To send a RADIUS CoA message from the ClearPass server to the client

B- To disconnect the user for 30 seconds when they are in an unhealthy posture state
C- To blacklist the user when they are in an unhealthy posture state

D- To force the user to re-authenticate and run through the service flow again

E- To remediate the client applications and firewall do that updates can be installed



Answer:

Question 10

Question Type: MultipleChoice

Which statement is true about the databases in ClearPass?

Options:

A- Entries in the guest user database do not expire.

B- A Static host list can only contain a list of IP addresses.
C- Entries in the guest user database can be deleted.

D- Entries in the local user database cannot be modified.

E- The endpoints database can only be populated by manually adding MAC addresses to the table.

Answer:

A



Question 11

Question Type: MultipleChoice

Refer to the exhibit.



RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

RADIUS Web Login Editor

" Guest Network
Name - - . _
| ger ! | = L 1.".
Aruba_login
Page Name: Enter a page name for this web logir
The web login will be accessible from “/guest/page name [
Description
e alanl Lal r desc ptive test 1_i:.. t the wet ‘:
Aruba Networks -
* Vendor Settings: 1 :
=&lect 4 pregefined gr P of settings sutabie Ic ta QT L L
securelogin arubanetworks com
Address g |
I ter the L) 10aress ri Lrname I Lhe i r r S Dol T MeEre
ndor defaul
Secure Login: _Uaew dor default -
elart a caryurity option ¢ apoly o the weal I.I n process

The controller will send the [P to submit credentials
Dynamic Address In mult ntroller deployments, it s often required to post credentials to different add

e . ¥
& OB
para

LT ol o=F

Exhibic:accpé7-442



When configuring a Web Login Page in ClearPass Guest, the information shown is displayed. What is the Address field value
'securelogin.arubanetworks.com' used for?

Options:

A- for ClearPass to send a TACACS+ request to the NAD

B- for appending to the Web Login URL, before the page name
C- for the client to POST the user credentials to the NAD

D- for ClearPass to send a RADIUS request to the NAD

E- for appending to the Web Login URL, after the page name.

Answer:

C
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