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Question 1

Question Type: MultipleChoice

Which of the following components is not included In a typical RFID system?

Options:

A- Information processing platform
B- RFID tag

C- Router

D- RFID reader

Answer:

Explanation:

A router is not included in a typical RFID system. A typical RFID system consists of three
components: RFID tag, RFID reader, and information processing platform. The RFID tag is
attached to the object to be identified, the RFID reader communicates with the tag and reads its
information, and the information processing platform processes and stores the data collected by
the reader.

Question 2

Question Type: MultipleChoice

Which of the following tools are commonly used for WLAN network planning, acceptance, or
health evaluation? (Choose All that Apply)

Options:

A- WLAN Planner

B- iMaster NCE-Campuslnsight
C- eDesk

D- CloudCampus APP
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Answer:
A B, D

Explanation:

C is not a tool commonly used for WLAN network planning, acceptance, or health evaluation.
eDesk is a tool for remote fault diagnosis and rectification on WLAN networks.

Question 3

Question Type: MultipleChoice

Which option best statements about the access layer design are true when Huawei's
CloudCampus Solution is applied to small and midsize campus networks? (Choose All that

Apply)

Options:

A- In the mini-store scenario, APs and egress devices must be deployed if Wi-Fi coverage is
required. APs cannot directly connect to egress links and do not support NAT.

B- When selecting a switch, ensure that the following condition is met; Number of connected
APs x AP power ™ Power provided by the PoE switch. Therefore, select PoE switches with a
proper power supply based on the AP model and quantity.

C- Select appropriate models of access switches based on whether PoE support is required and
how many APs need to access the network.

D- For relatively large networks in midsize shopping malls, supermarkets, and
primary/secondary education campuses, it is recommended that stack networking be used at the
access layer. If a single device can provide sufficient access capacity for downstream terminals,
single-device networking can be used at the access layer. If the upstream devices of access-
layer devices are stacked, it is recommended that Eth-Trunks be used to connect to such
upstream devices. If more APs need to be deployed, use the PoE switch to increase the number
of APs to be connected.

Answer:
B, C

Explanation:

A is false because in the mini-store scenario, APs can directly connect to egress links and
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support NAT if Wi-Fi coverage is required. There is no need to deploy egress devices separately.

Question 4

Question Type: MultipleChoice

Master NCE-Campuslnsight analyzes network issues during correlation analysis of poor-QoE
clients, including coverage, interference throughput, and hardware issues.

Options:
A-True
B- False

Answer:
A

Explanation:

iMaster NCE-CampusInsight analyzes network issues during correlation analysis of poor-QoE
clients, including coverage, interference, throughput, and hardware issues. It also provides
suggestions for network optimization based on the analysis results.

Question 5

Question Type: MultipleChoice

With protocol trace, iMaster NCE-Campuslnsight displays protocol-level Interaction details at
the phases for wireless users. (Enter the acronyms in capital letters.)

Options:
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A- APWACandAC

Answer:
A

Explanation:

With protocol trace, iMaster NCE-CampuslInsight displays protocol-level interaction details at
theAP,WAC, andACphases for wireless users.

Question 6

Question Type: MultipleChoice

When a STA roams from API to AP2 at Layer 2, AP2 notifies its neighbors of from this STA is
encapsulated in a tunnel and sent to API for forwarding.

Options:
A-True
B- False

Answer:

Explanation:

When a STA roams from AP1 to AP2 at Layer 2, AP2 notifies its neighbors of the MAC address
learned from this STA. The MAC address is not encapsulated in a tunnel and sent to AP1 for
forwarding. Instead, AP1 deletes the MAC address entry of the STA and releases the IP address
lease.

Question 7

Question Type: MultipleChoice
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Which of the following statements are true about data collection of IMaster NCE-
Campuslnslght? (Select All that Apply)

Options:

A- iMaster NCE-Campuslnsight uses telemetry to Implement efficient data collection.

B- Calculated data can be displayed on iMaster NCE-Campuslnsight only after a license Is
loaded on the device management page.

C- To collect data from WLAN devices, ensure that WACs can communicate with the southbound
IP address of iMaster NCE-Campuslnsight. APs do not need to communicate with the
southbound IP address of iMaster NCE-Campuslnsight.

D- The UTC time of iMaster NCE-Campuslnsight must be the same as that of its managed
devices.

Answer:
A C

Explanation:

B is false because calculated data can be displayed on iMaster NCE-CampusInsight without
loading a license on the device management page. The license only affects the number of
devices that can be managed by iMaster NCE-CampusInsight.

D is false because the UTC time of iMaster NCE-CampusInsight does not need to be the same as
that of its managed devices. However, it is recommended that they use the same time zone to
avoid confusion.

Question 8

Question Type: MultipleChoice

Which of the following encapsulation formats are used for EAP termination in 802.1X
authentication? (Select All that apply)

Options:
A- EAP-TLS
B- EAPoL
C- EAPoR
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D- EAP

Answer:
B, C

Explanation:

According to the Huawei documents and resources, the encapsulation formats used for EAP
termination in 802.1X authentication are as follows:

b)EAPoL: The client and access device exchange information using EAPoL packets across the
LAN?2.

c)EAPoR: The access device directly encapsulates the received EAP packets into RADIUS using
EAP over RADIUS (EAPoR) packets?2.

Therefore, B and C are the correct answers. Reference:2:
https://support.huawei.com/enterprise/en/doc/EDOC1100086527

Question 9

Question Type: MultipleChoice

When calculating the number of APs, you can divide the total required bandwidth by the
maximum bandwidth of a single AP.

Options:
A-True
B- False

Answer:

Explanation:

When calculating the number of APs, you cannot simply divide the total required bandwidth by
the maximum bandwidth of a single AP. You also need to consider other factors such as signal
coverage area, user density, interference level, and application type.



Huawei H12-351_V1.0 Practice Questions BY Best - Page 8

Question 10

Question Type: MultipleChoice

Which of the following components is not included In a typical RFID system?

Options:

A- Information processing platform
B- RFID tag

C- Router

D- RFID reader

Answer:

Explanation:

A router is not included in a typical RFID system. A typical RFID system consists of three
components: RFID tag, RFID reader, and information processing platform. The RFID tag is
attached to the object to be identified, the RFID reader communicates with the tag and reads its
information, and the information processing platform processes and stores the data collected by
the reader.

Question 11

Question Type: MultipleChoice

Huawei Agile Cloud Authentication (HACA) supports only IMaster NCE-Campus as the HACA
server.

Options:
A- True
B- False
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Answer:
B

Explanation:

According to the Huawei documents and resources, Huawei Agile Cloud Authentication (HACA)
supports iMaster NCE-Campus as well as Agile Controller-Campus as the HACA server.HACA is
an authentication method that allows users to access a network without entering user names or
passwords3.Therefore, B is the correct answer. Reference:3:
https://support.huawei.com/enterprise/en/doc/EDOC1100086527

Question 12

Question Type: MultipleChoice

Which option best configurations may cause ST As to experience a slow Internet connection?
(Select All that Apply)

Options:

A- QoS CAR is configured in the traffic profile.

B- Radio 1 of APs is disabled.

C- TKIP encryption is configured, causing a low link setup rate.
D- Rate limiting is configured in the SSID profile.

Answer:
A C,D

Explanation:

B is false because disabling radio 1 of APs does not affect the Internet connection speed of STAs
that use radio 2.

Question 13

Question Type: MultipleChoice
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Which of the following methods are used in IPsec to ensure secure transmission of service data
on the network through encryption and authentication?

Options:

A- The receiver verifies the identity of the sender.

B- The receiver rejects old or duplicate packets in order to prevent attacks initiated by malicious
users who resend sniffed packets,

C- The sender verifies the identity of the receiver.

D- Data integrity is verified.

Answer:
A D

Explanation:

[Psec uses authentication headers (AHs) and encapsulating security payloads (ESPs) to ensure
secure transmission of service data on the network. AHs provide authentication and integrity
verification for the sender and the receiver, while ESPs provide encryption and optional
authentication for the data.
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