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Question 1
Question Type: MultipleChoice

Which of the following statements about OSPF is correct?

Options: 
A- Distance Vector Protocol

B- Good scalability

C- No loops

D- Support authentication

Answer: 
B, C, D

Question 2
Question Type: MultipleChoice



What are the correct options for the following description of the basic concepts of LDAP?

Options: 
A- Directory Information Tree DIT: A collection of attributes constitutes a Directory Information Tree.

B- Unique identifier DN, the name that uniquely identifies an entry in a directory information tree

C- Relative Distinguished Name RDN, the name of the entry, uniquely identifies child entries of the same parent entry

D- Attribute: The attribute describes the characteristics of the object. An attribute consists of an attribute type and one or more attribute

values.

Answer: 
B, D

Question 3
Question Type: MultipleChoice

In which of the following scenarios does the firewall generate the Server-map table?



Options: 
A- When the firewall generates a session table, it will generate a Server-map table

B- ASPF is deployed on the firewall and forwards the traffic of the multi-channel protocol

C- Security policies are deployed on the firewall and traffic is released

D- NAT Server is deployed on the firewall

Answer: 
B, C, D

Question 4
Question Type: MultipleChoice

Regarding the description of the firewall security zone and interface relationship, which of the following options is correct? (multiple

choice)

Options: 
A- The firewall allows the same physical interface to belong to two different security zones (sub-interfaces are not considered)



B- There are two security zones with exactly the same security level in the firewall

C- Different interfaces of the firewall can belong to different security zones

D- Different interfaces of the firewall can belong to the same security zone

Answer: 
C, D

Question 5
Question Type: MultipleChoice

The TCP/IP protocol stack packet encapsulation includes: Which of the following describes the encapsulation order (sort order: ABDC)

Options: 
A- Data

B- TCP/UDP

C- MAC

D- IP



Answer: 
A, B, C, D

Question 6
Question Type: MultipleChoice

Which of the following stages has the development of information security gone through? (multiple choice)

Options: 
A- communication assurance stage

B- Information Assurance Stage

C- Information security stage

D- Communication confidentiality stage

Answer: 
B, C, D



Question 7
Question Type: MultipleChoice

Evidence preservation is directly related to the legal effect of evidence. Which of the following is not an evidence preservation technique?

Options: 
A- Digital certificate technology

B- Encryption Technology

C- Data mining technology

D- Digital Signature Technology

Answer: 
C

Question 8
Question Type: MultipleChoice



Which of the following descriptions of the firewall log is wrong?

Options: 
A- The log level Emergency is the most severe level

B- Alert log level indicates a major abnormality of the device, requiring immediate action

C- According to the severity level or urgency of the information. The log can be divided into 8 levels. The more serious the information,

the greater the log level value.

D- The ebug log level indicates that it is general information about the normal operation of the device, and the user does not need to pay

attention

Answer: 
D
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