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Question 1

Question Type: MultipleChoice

Digital envelope technology means that the sender uses the receiver's public key to encrypt the data, and then sends the ciphertext to
the receiver ( )[Multiple choice]*

Options:

A- TRUE
B- FALSE

Answer:

Question 2

Question Type: MultipleChoice




Using the _ method of the Web proxy, the virtual gateway will encrypt the real URL that the user wants to access, and can adapt to
different terminal types.[fill in the blank]*

Options:

A- web rewrite

B- reb rewrite

Answer:

A

Question 3

Question Type: MultipleChoice

During the process of establishing IPSec VPN between peers FW_A and FW_B, two types of security associations need to be
established in two stages. In the first stage, Is established to verify the identity of the peers.[fill in the blank]*

Options:




A- IKE SA
B- IKE SB

Answer:

A

Question 4

Question Type: MultipleChoice

Which of the following NAT technologies can implement a public network address to provide source address translation for multiple
private network addresses ( )*

Options:

A- NAPT
B- NAT Server

C- Easy-ip
CT Jinglu



D- NAT No-PAT

Answer:

Question 5

Question Type: MultipleChoice

As shown in the figure, nat server global202.106.1.1 inside10.10.1.1 is configured on the firewall. Which of the following is the correct
configuration for interzone rules? ()[Multiple choice]*

Options:




A- rule name c. source-zone untrust. destination-zone trust. destination-address 202.106.1.132, action permit
B- rule name d, source- zone untrust. destination- zone trust. destination- address10.10.1.1 32, action permit
C- rule name b, source- zone untrust, destination- zone trust, source- address10.10.1.1 32, action permit

D- rule name b, source-zone untrust, destination-zone trust, source-address202.106.1.1 32, action permit

Answer:

B

Question 6

Question Type: MultipleChoice

Which of the following is the correct sequence for incident response management

1. Detection 2 Report 3 Mitigation 4 Lessons learned 5 Fix 6 Recovery 7 Response

Options:

A- 1->3->2->7->6->5->4



B- 1->7->3->2->6->5->4
C- 1->3->2->7->5->6->4
D- 1->2->3->7->6->5->4

Answer:

B

Question 7

Question Type: MultipleChoice

Which of the following is not a type of Windows log event?

Options:

A- Information
B- Debugging
C- Error

D- Warning



Answer:

Question 8

Question Type: MultipleChoice

Which of the following is not included in the Business Impact Analysis (BIA).

Options:

A- Risk identification
B- Impact assessment
C- Incident handling priority

D- Business priorities

Answer:

B
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