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Question 1
Question Type: MultipleChoice

Which of the following is one of the fundamental principles of information security?

Options: 
A- Accountability.

B- Accessibility.

C- Confidentiality.

D- Connectivity.

Answer: 
C

Explanation: 
confidentiality is one of the fundamental principles of information security. Confidentiality refers to protecting information from

unauthorized access and disclosure.



Question 2
Question Type: MultipleChoice

Which activity best supports the principle of data quality from a privacy perspective?

Options: 
A- Ensuring the data is classified.

B- Protecting the data against unauthorized access.

C- Ensuring the data is available for use.

D- Protecting the data against unauthorized changes.

Answer: 
D

Explanation: 



protecting data against unauthorized changes best supports the principle of data quality from a privacy perspective. This helps ensure

that the data remains accurate and reliable.

Question 3
Question Type: MultipleChoice

Ivan is a nurse for a home healthcare service provider in the US. The company has implemented a mobile application which Ivan uses to

record a patient's vital statistics and access a patient's health care records during home visits. During one visitj^van is unable to access

the health care application to record the patient's vitals. He instead records the information on his mobile phone's note-taking application

to enter the data in the health care application the next time it is accessible. What would be the best course of action by the IT

department to ensure the data is protected on his device?

A Provide all healthcare employees with mandatory annual security awareness training with a focus on the health

information protection.

Options: 
B- Complete a SWOT analysis exercise on the mobile application to identify what caused the application to be

inaccessible and remediate any issues.



C- Adopt mobile platform standards to ensure that only mobile devices that support encryption capabilities are used.

D- Implement Mobile Device Management (MDM) to enforce company security policies and configuration settings.

Answer: 
D

Explanation: 
the best course of action by the IT department to ensure the data is protected on Ivan's device is toimplement Mobile Device

Management (MDM) to enforce company security policies and configuration settings.

Question 4
Question Type: MultipleChoice

When designing a new system, which of the following is a privacy threat that the privacy technologist should consider?

Options: 



A- Encryption.

B- Social distancing.

C- Social engineering.

D- Identity and Access Management.

Answer: 
C

Explanation: 
Social engineering is a privacy threat that the privacy technologist should consider when designing a new system.

Question 5
Question Type: MultipleChoice

Information classification helps an organization protect confidential and nonpublic information primarily because?



Options: 
A- It helps identify sensitive and critical information that require very strict safeguards.

B- It falls under the security principles of confidentiality, integrity, and availability.

C- It promotes employee accountability for safeguarding confidential information.

D- It is legally required under most regulations.

Answer: 
A

Explanation: 
Information classification helps an organization protect confidential and nonpublic information primarily because it helps identify sensitive

and critical information that require very strict safeguards.

Question 6
Question Type: MultipleChoice



Which activity should the privacy technologist undertake to reduce potential privacy risk when evaluating options to process data in a

country other than where it would be collected? ^

Options: 
A- Review the Data Life Cycle.

B- Review data retention policies.

C- Create enterprise data flow diagrams.

D- Recommend controls for data transfers.

Answer: 
D

Explanation: 
when evaluating options to process data in a country other than where it would be collected, a privacy technologist should recommend

controls for data transfers. This can help reduce potential privacy risks associated with transferring data across borders.
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