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Question 1

Question Type: MultipleChoice

Which most accurately describes the reasons an organization will conduct a PIA?

Options:
A- To assess an organization's compliance with applicable laws, regulations, standards, and
internal procedures.
B- To establish an inventory of its data processing activities in compliance with Article 30 of the
GDPR.
C- To identify and reduce the privacy risks to individuals at the commencement of a project.
D- To analyze the impact of an incident response and determine next steps.

Answer:
C

Question 2

Question Type: MultipleChoice

Which of the following controls are generally NOT part of a PIA review?

Options:
A- Access.
B- Incident.
C- Retention.
D- Collection.

Answer:
B

Question 3

Question Type: MultipleChoice
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What is the main function of the Asia-Pacific Economic Cooperation (APEC) Privacy Framework?

Options:
A- Managing the data flows from parties outside the region.
B- Establishing legal requirements for privacy protection in the region.
C- Promoting privacy protection technologies developed in the region.
D- Promoting consumer trust and business confidence in cross-border data flows.

Answer:
D

Question 4

Question Type: MultipleChoice

Which of the following information must be provided by the data controller when complying
with GDPR ''right to be informed'' requirements?

Options:
A- The purpose of personal data processing.
B- The data subject's right to withdraw consent
C- The contact details of the Data Protection Officer (DPO).
D- The name of any organizations with whom personal data was shared.

Answer:
C

Question 5

Question Type: MultipleChoice

Last year Ecosoft 8150 was hacked and a number of servers and programs were affected. Since
the incident, the company started collecting metrics on data privacy and system outages to try
to stop it from happening in the future.
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What analysis would be most helpful based on the data they have collected?

Options:
A- Return on Investment (ROI).
B- Compliance analysis.
C- Business Resiliency.
D- Trend analysis.

Answer:
D

Question 6

Question Type: MultipleChoice

SCENARIO

Please use the following lo answer the next QUESTIO N:

You are the privacy manager within the privacy office of a National Forest Parks and Recreation
Department. While having lunch with a colleague from the IT division, you learn that the IT
director has put out a request for proposal (RFP) which calls for a system that collects the
personal data of park attendees.

You consult with a few other colleagues in IT and learn that the RFP is worded such that it
leaves it to the vendors to demonstrate what information they would collect from people who
enter parks anywhere in the country, either in a vehicle or on foot. A partial list of the
information collected includes:

* personal identifiers such as name, address, age, gender;

* vehicle registration information:

* facial images of park attendees;

* health information (e.g.. physical disabilities, use of mobility devices)

The stated purpose of the RFP is to:

"Improve the National Forest. Parks, and Recreation Department's ability to track and monitor
service usage thereby Increasing the robustness of our customer data and to improve service
offerings.''

Companies have already started submitting proposals for software solutions that address these
information gathering practices. There is only one week left before the RFP closes.
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The IT department has put together an RFP evaluation team but no one from the privacy office
has been a Dart of the RFP ud to this point. This occurred deposite the fact....

From a privacy management perspective, what is problematic about the "stated purpose" of the
RFP?

Options:
A- It seeks to improve the robustness of customer data.
B- It seeks to track and monitor service usage by the customers.
C- It could lead to unauthorized collection of personal data to improve customer service.
D- It does not specify what information will be collected for improving customer data.

Answer:
D

Question 7

Question Type: MultipleChoice

PbD is the framework that?

Options:
A- Dictates the design of the system development life cycle.
B- Establishes risk-based expectations for privacy management.
C- Embeds privacy into the design of technology, systems and practices.
D- Guides organizations in designing, implementing and managing privacy programs in line with
privacy laws and best practices.

Answer:
C

Question 8

Question Type: MultipleChoice

When vetting third-party processors of data protected by the GDPR. why is it important to know
the physical location of stored personal data from clients?
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Options:
A- To determine their incidence response time.
B- To determine the country laws that would govern the contract.
C- To determine the likelihood of a security breach in the location.
D- To ensure the country has adequate protection or if safeguards are required.

Answer:
D

Question 9

Question Type: MultipleChoice

SCENARIO

Please use the following to answer the next QUESTIO N:

For 15 years, Albert has worked at Treasure Box -- a mail order company in the United States
(U.S.) that used to sell decorative candles around the world, but has recently decided to limit its
shipments to customers in the 48 contiguous states. Despite his years of experience, Albert is
often overlooked for managerial positions. His frustration about not being promoted, coupled
with his recent interest in issues of privacy protection, have motivated Albert to be an agent of
positive change.

He will soon interview for a newly advertised position, and during the interview, Albert plans on
making executives aware of lapses in the company's privacy program. He feels certain he will be
rewarded with a promotion for preventing negative consequences resulting from the company's
outdated policies and procedures.

For example, Albert has learned about the AICPA (American Institute of Certified Public
Accountans)/CICA (Canadian Institute of Chartered Accountants) Privacy Maturity Model
(PMM). Albert thinks the model is a useful way to measure Treasure Box's ability to protect
personal dat

a. Albert has noticed that Treasure Box fails to meet the requirements of the highest level of
maturity of this model; at his interview, Albert will pledge to assist the company with meeting
this level in order to provide customers with the most rigorous security available.

Albert does want to show a positive outlook during his interview. He intends to praise the
company's commitment to the security of customer and employee personal data against external
threats. However, Albert worries about the high turnover rate within the company, particularly
in the area of direct phone marketing. He sees many unfamiliar faces every day who are hired to
do the marketing, and he often hears complaints in the lunch room regarding long hours and
low pay, as well as what seems to be flagrant disregard for company procedures.

In addition, Treasure Box has had two recent security incidents. The company has responded to
the incidents with internal audits and updates to security safeguards. However, profits still
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seem to be affected and anecdotal evidence indicates that many people still harbor mistrust.
Albert wants to help the company recover. He knows there is at least one incident the public in
unaware of, although Albert does not know the details. He believes the company's insistence on
keeping the incident a secret could be a further detriment to its reputation. One further way
that Albert wants to help Treasure Box regain its stature is by creating a toll-free number for
customers, as well as a more efficient procedure for responding to customer concerns by postal
mail.

In addition to his suggestions for improvement, Albert believes that his knowledge of the
company's recent business maneuvers will also impress the interviewers. For example, Albert is
aware of the company's intention to acquire a medical supply company in the coming weeks.

With his forward thinking, Albert hopes to convince the managers who will be interviewing him
that he is right for the job.

Based on Albert's observations, executive leadership should most likely pay closer attention to
what?

Options:
A- Awareness campaigns with confusing information
B- Obsolete data processing systems
C- Outdated security frameworks
D- Potential in-house threats

Answer:
B

Question 10

Question Type: MultipleChoice

While trying to e-mail her manager, an employee has e-mailed a list of all the company's
customers, including their bank details, to an employee with the same name at a different
company. Which option best would be the first stage in the incident response plan under the
General Data Protection Regulation (GDPR)?

Options:
A- Notification to data subjects.
B- Containment of impact of breach.
C- Remediation offers to data subjects.
D- Notification to the Information Commissioner's Office (ICO).
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Answer:
B

Question 11

Question Type: MultipleChoice

During a merger and acquisition, the most comprehensive review of privacy risks and gaps
occurs when conducting what activity?

Options:
A- Transfer Impact Assessment (TIA).
B- Risk identification review.
C- Due diligence.
D- Integration.

Answer:
C

Question 12

Question Type: MultipleChoice

Which most accurately describes the reasons an organization will conduct a PIA?

Options:
A- To assess an organization's compliance with applicable laws, regulations, standards, and
internal procedures.
B- To establish an inventory of its data processing activities in compliance with Article 30 of the
GDPR.
C- To identify and reduce the privacy risks to individuals at the commencement of a project.
D- To analyze the impact of an incident response and determine next steps.

Answer:
C
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Question 13

Question Type: MultipleChoice

Training and awareness metrics in a privacy program are necessary to?

Options:
A- Identify data breaches.
B- Implement privacy policies.
C- Demonstrate compliance with regulations.
D- Educate customers on the organization's data practices.

Answer:
C
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