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Question 1
Question Type: MultipleChoice

The physical layout of a cloud data center campus should include redundancies of all the following except ____________.

Response:

Options: 
A) Generators

B) HVAC units

C) Generator fuel storage

D) Points of personnel ingress

Answer: 
D

Question 2
Question Type: MultipleChoice



What is the term that describes the situation when a malicious user/attacker can exit the restrictions of a single host and access other

nodes on the network?

Response:

Options: 
A) Host escape

B) Guest escape

C) Provider exit

D) Escalation of privileges

Answer: 
A

Question 3
Question Type: MultipleChoice

From a security perspective, automation of configuration aids in ____________.



Response:

Options: 
A) Enhancing performance

B) Reducing potential attack vectors

C) Increasing ease of use of the systems

D) Reducing need for administrative personnel

Answer: 
B

Question 4
Question Type: MultipleChoice

SOC 2 reports were intended to be ____________.

Response:



Options: 
A) Released to the public

B) Only technical assessments

C) Retained for internal use

D) Nonbinding

Answer: 
C

Question 5
Question Type: MultipleChoice

Which SSAE 16 audit report is simply an attestation of audit results?

Response:

Options: 



A) SOC 1

B) SOC 2, Type 1

C) SOC 2, Type 2

D) SOC 3

Answer: 
D

Question 6
Question Type: MultipleChoice

Which of the following is NOT a common component of a DLP implementation process?

Response:

Options: 
A) Discovery



B) Monitoring

C) Revision

D) Enforcement

Answer: 
C

Question 7
Question Type: MultipleChoice

You are a consultant performing an external security review on a large manufacturing firm. You determine that its newest assembly

plant, which cost $24 million, could be completely destroyed by a fire but that a fire suppression system could effectively protect the plant.

The fire suppression system costs $15 million. An insurance policy that would cover the full replacement cost of the plant costs $1 million

per month.

In order to establish the true annualized loss expectancy (ALE), you would need all of the following information except ____________.

Response:



Options: 
A) The amount of revenue generated by the plant

B) The rate at which the plant generates revenue

C) The length of time it would take to rebuild the plant

D) The amount of product the plant creates

Answer: 
D

Question 8
Question Type: MultipleChoice

Halon is now illegal to use for data center fire suppression. What is the reason it was outlawed?

Response:

Options: 



A) It poses a threat to health and human safety when deployed.

B) It can harm the environment.

C) It does not adequately suppress fires.

D) It causes undue damage to electronic systems.

Answer: 
B

Question 9
Question Type: MultipleChoice

What are the four cloud deployment models?

Response:

Options: 
A) Public, Internal, Hybrid, and Community



B) External, Private, Hybrid, and Community

C) Public, Private, Joint, and Community

D) Public, Private, Hybrid, and Community

Answer: 
D

Question 10
Question Type: MultipleChoice

What type of software is often considered secured and validated via community knowledge?

Response:

Options: 
A) Proprietary

B) Object-oriented



C) Open source

D) Scripting

Answer: 
C

Question 11
Question Type: MultipleChoice

Although performing BCDR tests at regular intervals is a best practice to ensure processes and documentation are still relevant and

efficient, which of the following represents a reason to conduct a BCDR review outside of the regular interval?

Response:

Options: 
A) Staff changes

B) Application changes

C) Regulatory changes



D) Management changes

Answer: 
B
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