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Question 1
Question Type: MultipleChoice

Which of the following is not a risk management framework?

Options: 
A- COBIT

B- Hex GBL

C- ISO 31000:2009

D- NIST SP 800-37

Answer: 
B

Explanation: 
Hex GBL is a reference to a computer part in Terry Pratchett's fictional Discworld universe. The rest are not.



Question 2
Question Type: MultipleChoice

A data custodian is responsible for which of the following?

Options: 
A- Data context

B- Data content

C- The safe custody, transport, storage of the data, and implementation of business rules

D- Logging access and alerts

Answer: 
C

Explanation: 
A data custodian is responsible for the safe custody, transport, and storage of data, and the implementation of business roles.



Question 3
Question Type: MultipleChoice

Which of the following storage types is most closely associated with a database-type storage implementation?

Options: 
A- Object

B- Unstructured

C- Volume

D- Structured

Answer: 
D

Explanation: 
Structured storage involves organized and categorized data, which most closely resembles and operates like a database system would.



Question 4
Question Type: MultipleChoice

Which of the following roles is responsible for creating cloud components and the testing and validation of services?

Options: 
A- Cloud auditor

B- Inter-cloud provider

C- Cloud service broker

D- Cloud service developer

Answer: 
D

Explanation: 
The cloud service developer is responsible for developing and creating cloud components and services, as well as for testing and

validating services.



Question 5
Question Type: MultipleChoice

The baseline should cover which of the following?

Options: 
A- Data breach alerting and reporting

B- All regulatory compliance requirements

C- As many systems throughout the organization as possible

D- A process for version control

Answer: 
C

Explanation: 



The more systems that be included in the baseline, the more cost-effective and scalable the baseline is. The baseline does not deal with

breaches or version control; those are the provinces of the security office and CMB, respectively. Regulatory compliance might (and

usually will) go beyond the baseline and involve systems, processes, and personnel that are not subject to the baseline.

Question 6
Question Type: MultipleChoice

The BC/DR kit should include all of the following except:

Options: 
A- Annotated asset inventory

B- Flashlight

C- Hard drives

D- Documentation equipment

Answer: 
C



Explanation: 
While hard drives may be useful in the kit (for instance, if they store BC/DR data such as inventory lists, baselines, and patches), they

are not necessarily required. All the other items should be included.

Question 7
Question Type: MultipleChoice

Database activity monitoring (DAM) can be:

Options: 
A- Host-based or network-based

B- Server-based or client-based

C- Used in the place of encryption

D- Used in place of data masking



Answer: 
A

Explanation: 
We don't use DAM in place of encryption or masking; DAM augments these options without replacing them. We don't usually think of the

database interaction as client-server, so A is the best answer.

Question 8
Question Type: MultipleChoice

In a federated identity arrangement using a trusted third-party model, who is the identity provider and who is the relying party?

Options: 
A- The users of the various organizations within the federations within the federation/a CASB

B- Each member organization/a trusted third party



C- Each member organization/each member organization

D- A contracted third party/the various member organizations of the federation

Answer: 
D

Explanation: 
In a trusted third-party model of federation, each member organization outsources the review and approval task to a third party they all

trust. This makes the third party the identifier (it issues and manages identities for all users in all organizations in the federation), and the

various member organizations are the relying parties (the resource providers that share resources based on approval from the third

party).
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