
Free Questions for CAP by ebraindumps

Shared by Holden on 06-06-2022

For More Free Questions and Preparation Resources

Check the Links on Last Page



Question 1
Question Type: MultipleChoice

Which of the following statements correctly describes DIACAP residual risk?

Options: 
A- It is the remaining risk to the information system after risk palliation has occurred.

B- It is a process of security authorization.

C- It is the technical implementation of the security design.

D- It is used to validate the information system.

Answer: 
A

Question 2
Question Type: MultipleChoice



You work as a project manager for BlueWell Inc. There has been a delay in your project work that is adversely affecting the project

schedule. You decided, with your stakeholders' approval, to fast track the project work to get the project done faster. When you fast track

the project which of the following are likely to increase?

Options: 
A- Risks

B- Human resource needs

C- Quality control concerns

D- Costs

Answer: 
A

Question 3
Question Type: MultipleChoice

Which of the following guidance documents is useful in determining the impact level of a particular threat on agency systems?



Options: 
A- NIST SP 800-41

B- NIST SP 800-37

C- FIPS 199

D- NIST SP 800-14

Answer: 
C

Question 4
Question Type: MultipleChoice

Which of the following documents is used to provide a standard approach to the assessment of NIST SP 800-53 security controls?

Options: 
A- NIST SP 800-53A



B- NIST SP 800-66

C- NIST SP 800-41

D- NIST SP 800-37

Answer: 
A

Question 5
Question Type: MultipleChoice

Which of the following individuals is responsible for configuration management and control task?

Options: 
A- Common control provider

B- Information system owner

C- Authorizing official

D- Chief information officer



Answer: 
B

Question 6
Question Type: MultipleChoice

Which of the following are the types of assessment tests addressed in NIST SP 800-53A?

Options: 
A- Functional, penetration, validation

B- Validation, evaluation, penetration

C- Validation, penetration, evaluation

D- Functional, structural, penetration

Answer: 
D
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