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Question 1
Question Type: MultipleChoice

Which of the following BEST ensures the integrity of transactions to intended recipients?

Options: 
A- Public key infrastructure (PKI)

B- Blockchain technology

C- Pre-shared key (PSK)

D- Web of trust

Answer: 
A

Question 2
Question Type: MultipleChoice



Which of the following are all elements of a disaster recovery plan (DRP)?

Options: 
A- Document the actual location of the ORP, developing an incident notification procedure, evaluating costs of critical components

B- Document the actual location of the ORP, developing an incident notification procedure, establishing recovery locations

C- Maintain proper documentation of all server logs, developing an incident notification procedure, establishing recovery locations

D- Document the actual location of the ORP, recording minutes at all ORP planning sessions, establishing recovery locations

Answer: 
C

Question 3
Question Type: MultipleChoice

An internal audit for an organization recently identified malicious actions by a user account. Upon further investigation, it was determined

the offending user account was used by multiple people at multiple locations simultaneously for various services and applications. What

is the BEST method to prevent this problem in the future?



Options: 
A- Ensure the security information and event management (SIEM) is set to alert.

B- Inform users only one user should be using the account at a time.

C- Ensure each user has their own unique account,

D- Allow several users to share a generic account.

Answer: 
A

Question 4
Question Type: MultipleChoice

What are the PRIMARY responsibilities of security operations for handling and reporting violations and incidents?

Options: 
A- Monitoring and identifying system failures, documenting incidents for future analysis, and scheduling patches for systems



B- Scheduling patches for systems, notifying the help desk, and alerting key personnel

C- Monitoring and identifying system failures, alerting key personnel, and containing events

D- Documenting incidents for future analysis, notifying end users, and containing events

Answer: 
D

Question 5
Question Type: MultipleChoice

Which of the following is the FIRST step an organization's security professional performs when defining a cyber-security program based

upon industry standards?

Options: 
A- Map the organization's current security practices to industry standards and frameworks.

B- Define the organization's objectives regarding security and risk mitigation.

C- Select from a choice of security best practices.



D- Review the past security assessments.

Answer: 
A

Question 6
Question Type: MultipleChoice

What Is a risk of using commercial off-the-shelf (COTS) products?

Options: 
A- COTS products may not map directly to an organization's security requirements.

B- COTS products are typically more expensive than developing software in-house.

C- Cost to implement COTS products is difficult to predict.

D- Vendors are often hesitant to share their source code.

Answer: 



A

Question 7
Question Type: MultipleChoice

What is the PRIMARY objective of business continuity planning?

Options: 
A- Establishing a cost estimate for business continuity recovery operations

B- Restoring computer systems to normal operations as soon as possible

C- Strengthening the perceived importance of business continuity planning among senior management

D- Ensuring timely recovery of mission-critical business processes

Answer: 
B

Question 8



Question Type: MultipleChoice

If an employee transfers from one role to another, which of the following actions should this trigger within the identity and access

management (IAM) lifecycle?

Options: 
A- New account creation

B- User access review and adjustment

C- Deprovisioning

D- System account access review and adjustment

Answer: 
B

Question 9
Question Type: MultipleChoice

Which type of disaster recovery plan (DRP) testing carries the MOST operational risk?



Options: 
A- Cutover

B- Walkthrough

C- Tabletop

D- Parallel

Answer: 
C

Question 10
Question Type: MultipleChoice

Which of the following is the MAIN benefit of off-site storage?

Options: 



A- Cost effectiveness

B- Backup simplicity

C- Fast recovery

D- Data availability

Answer: 
A

Question 11
Question Type: MultipleChoice

Computer forensics requires which of the following MAIN steps?

Options: 
A- Announce the incident to responsible sections, analyze the data, assimilate the data for correlation

B- Take action to contain the damage, announce the incident to responsible sections, analyze the data

C- Acquire the data without altering, authenticate the recovered data, analyze the data



D- Access the data before destruction, assimilate the data for correlation, take action to contain the damage

Answer: 
B
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