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Question 1
Question Type: MultipleChoice

Which of the following would be the FIRST step to take when implementing a patch management program?

Options: 
A) Perform automatic deployment of patches.

B) Monitor for vulnerabilities and threats.

C) Prioritize vulnerability remediation.

D) Create a system inventory.

Answer: 
D

Question 2
Question Type: MultipleChoice



Match the types of e-authentication tokens to their description.

Options: 
A) Drag each e-authentication token on the left to its corresponding description on the right.

B) Look-up secret token - A physical or electronic token that stores a set of secrets between the claimant and the credential service

provider

C) Out-of-Band Token - A physical token that is uniquely addressable and can receive a verifier-selected secret for one-time use

D) Pre-registered Knowledge Token - A series of responses to a set of prompts or challenges established by the subscriber and

credential service provider during the registration process

Memorized Secret Token - A secret shared between the subscriber and credential service provider that is typically character strings

Answer: 
D

Question 3
Question Type: MultipleChoice



An organization has implemented a new backup process which protects confidential data by encrypting the information stored on backup

tapes. Which of the following is a MAJOR data confidentiality concern after the implementation of this new backup process?

Options: 
A) Tape backup rotation

B) Pre-existing backup tapes

C) Tape backup compression

D) Backup tape storage location

Answer: 
D

Question 4
Question Type: MultipleChoice

Assume that a computer was powered off when an information security professional arrived at a crime scene. Which of the following

actions should be performed after the crime scene is isolated?



Options: 
A) Turn the computer on and collect volatile data.

B) Turn the computer on and collect network information.

C) Leave the computer off and prepare the computer for transportation to the laboratory

D) Remove the hard drive, prepare it for transportation, and leave the hardware ta the scene.

Answer: 
C

Question 5
Question Type: MultipleChoice

An organization is considering outsourcing applications and data to a Cloud Service Provider (CSP). Which of the following is the MOST

important concern regarding privacy?

Options: 
A) The CSP determines data criticality.



B) The CSP provides end-to-end encryption services.

C) The CSP's privacy policy may be developer by the organization.

D) The CSP may not be subject to the organization's country legation.

Answer: 
D

Question 6
Question Type: MultipleChoice

Which of the following practices provides the development team with a definition of security and identification of threats in designing

software?

Options: 
A) Penetration testing

B) Stakeholder review

C) Threat modeling



D) Requirements review

Answer: 
C

Question 7
Question Type: MultipleChoice

Which of the following is a peor entity authentication method for Point-to-Point Protocol (PPP)?

Options: 
A) Challenge Handshake Authentication Protocol (CHAP)

B) Message Authentication Code (MAC)

C) Transport Layer Security (TLS) handshake protocol

D) Challenge-response authentication mechanism

Answer: 



A

Question 8
Question Type: MultipleChoice

Which of the following is the BEST reason to apply patches manually instead of automated patch management?

Options: 
A) The cost required to install patches will be reduced.

B) The time during which systems will remain vulnerable to an exploit will be decreased.

C) The target systems reside within isolated networks.

D) The ability to cover large geographic areas is increased.

Answer: 
C

Question 9



Question Type: MultipleChoice

•Directive controls are a form of change management policy and procedures. Which of the following subsections are recommended as

part of the change management process?

Options: 
A) Build and test

B) Implement security controls

C) Categorize Information System (IS)

D) Select security controls

Answer: 
A

Explanation: 

https://books.google.com.pk/books?id=9gCn86CmsNQC&pg=PA570&lpg=PA570&dq=CISSP+Directive+controls+are+a+form+of+change+management+policy+and+procedures.+Which+of+the+following+subsections+are+recommended+as+part+of+the+change+management+process&source=bl&ots=riGvVpSS3E&sig=ACfU3U3dLYheW_GfTZcAYfN97fnDFlMmZg&hl=en&sa=X&ved=2ahUKEwjukoqK96npAhULtRoKHZEpBmcQ6AEwAHoECBQQAQ#v=onepage&q=CISSP%20Directive%20controls%20are%20a%20form%20of%20change%20management%20policy%20and%20procedures.%20Which%20of%20the%20following%20subsections%20are%20recommended%20as%20part%20of%20the%20change%20management%20process&f=false

https://books.google.com.pk/books?id=9gCn86CmsNQC&pg=PA570&lpg=PA570&dq=CISSP+Directive+controls+are+a+form+of+change+management+policy+and+procedures.+Which+of+the+following+subsections+are+recommended+as+part+of+the+change+management+process&source=bl&ots=riGvVpSS3E&sig=ACfU3U3dLYheW_GfTZcAYfN97fnDFlMmZg&hl=en&sa=X&ved=2ahUKEwjukoqK96npAhULtRoKHZEpBmcQ6AEwAHoECBQQAQ#v=onepage&q=CISSP Directive controls are a form of change management policy and procedures. Which of the following subsections are recommended as part of the change management process&f=false


To Get Premium Files for CISSP Visit
https://www.p2pexams.com/products/cissp

For More Free Questions Visit
https://www.p2pexams.com/isc2/pdf/cissp

https://www.p2pexams.com/products/CISSP
https://www.p2pexams.com/isc2/pdf/cissp

