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Question 1
Question Type: MultipleChoice

Which of the following is TRUE for an organization that is using a third-party federated identity service?

Options: 
A- The organization enforces the rules to other organization's user provisioning

B- The organization establishes a trust relationship with the other organizations

C- The organization defines internal standard for overall user identification

D- The organization specifies alone how to authenticate other organization's users

Answer: 
C

Question 2
Question Type: MultipleChoice



In a DevOps environment, which of the following actions is MOST necessary to have confidence in the quality of the changes being

made?

Options: 
A- Prepare to take corrective actions quickly.

B- Receive approval from the change review board.

C- Review logs for any anomalies.

D- Automate functionality testing.

Answer: 
B

Question 3
Question Type: MultipleChoice

When determining data and information asset handling, regardless of the specific toolset being used, which of the following is one of the

common components of big data?



Options: 
A- Consolidated data collection

B- Distributed storage locations

C- Distributed data collection

D- Centralized processing location

Answer: 
C

Question 4
Question Type: MultipleChoice

A digitally-signed e-mail was delivered over a wireless network protected with Wired Equivalent Privacy (WEP) protocol. Which of the

following principles is at risk?

Options: 
A- Availability



B- Non-Repudiation

C- Confidentiality

D- Integrity

Answer: 
B

Question 5
Question Type: MultipleChoice

When developing an organization's information security budget, it is important that the

Options: 
A- expected risk can be managed appropriately with the funds allocated.

B- requested funds are at an equal amount to the expected cost of breaches.

C- requested funds are part of a shared funding pool with other areas.

D- expected risk to the organization does not exceed the funds allocated.



Answer: 
A

Question 6
Question Type: MultipleChoice

Before allowing a web application into the production environment, the security practitioner performs multiple types of tests to confirm

that the web application performs as

expected. To test the username field, the security practitioner creates a test that enters more characters into the field than is allowed.

Which of the following

BEST describes the type of test performed?

Options: 
A- Misuse case testing

B- Penetration testing

C- Web session testing

D- Interface testing



Answer: 
A

Question 7
Question Type: MultipleChoice

Which of the following technologies can be used to monitor and dynamically respond to potential threats on web applications?

Options: 
A- Security Assertion Markup Language (SAML)

B- Web application vulnerability scanners

C- Runtime application self-protection (RASP)

D- Field-level tokenization

Answer: 
C



Question 8
Question Type: MultipleChoice

Which of the following is included in change management?

Options: 
A- Business continuity testing

B- User Acceptance Testing (UAT) before implementation

C- Technical review by business owner

D- Cost-benefit analysis (CBA) after implementation

Answer: 
A

Question 9
Question Type: MultipleChoice



The security team plans on using automated account reconciliation in the corporate user access review process. Which of the following

must be implemented for the BEST results with fewest errors when running the audit?

Options: 
A- Removal of service accounts from review

B- Segregation of Duties (SoD)

C- Clear provisioning policies

D- Frequent audits

Answer: 
C

Question 10
Question Type: MultipleChoice

Which of the following types of firewall only examines the ''handshaking'' between packets before forwarding traffic?



Options: 
A- Proxy firewalls

B- Host-based firewalls

C- Circuit-level firewalls

D- Network Address Translation (NAT) firewalls

Answer: 
C

Question 11
Question Type: MultipleChoice

Assuming an individual has taken all of the steps to keep their internet connection private, which of the following is the BEST to browse

the web privately?

Options: 
A- Prevent information about browsing activities from being stored in the cloud.



B- Store browsing activities in the cloud.

C- Prevent information about browsing activities farm being stored on the personal device.

D- Store information about browsing activities on the personal device.

Answer: 
A
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