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Question 1

Question Type: MultipleChoice

What is the standard port used by OpenVPN?

Options:
A-1723
B- 4500
C-500
D-1194

Answer:

Question 2

Question Type: MultipleChoice

On a Linux router, packet forwarding for IPv4 has been enabled. After a reboot, the machine no
longer forwards IP packets from other hosts. The command:

echo 1 > /proc/sys/net/ipv4/ip forward
temporarily resolves this issue.

Which one of the following options is the best way to ensure this setting is saved across system
restarts?

Options:

A- Add echo 1 > /proc/sys/net/ipv4/ip forward to the root user login script
B- Add echo 1 > /proc/sys/net/ipv4/ip_forward to any user login script

C- In /etc/sysctl.conf change net.ipv4.ip forward to 1

D- In /etc/rc.local add net.ipv4.ip forward =1

E- In /etc/sysconfig/iptables-config add ipv4.ip forward = 1

Answer:
C
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Question 3

Question Type: MultipleChoice

How must Samba be configured such that it can check CIFS passwords against those found in
/etc/passwd and /etc/shadow?

Options:

A- Set the parameters "encrypt passwords = yes' and ''‘password file = /etc/passwd"

B- Set the parameters "encrypt passwords = yes", "'password file = /etc/passwd" and "password
algorithm = crypt"

C- Delete the smbpasswd file and create a symbolic link to the passwd and shadow file

D- It is not possible for Samba to use /etc/passwd and /etc/shadow directly

E- Run smbpasswd to convert /etc/passwd and /etc/shadow to a Samba password file

Answer:
D

Question 4

Question Type: MultipleChoice

Which FTP names are recognized as anonymous users in vsftp when the option
anonymous_enable is set to yes in the configuration files? (Choose two.)

Options:

A- anonymous

B- ftp

C- In the described configuration, any username which neither belongs to an existing user nor
has another special meaning is treated as anonymous user.

D- nobody

E- guest

Answer:
A B
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Question 5

Question Type: MultipleChoice

How is the LDAP administrator account configured when the rootdn and rootpw directives are
not present in the slapd.conf file?

Options:

A- The default account admin with the password admin are used
B- The account is defined by an ACL in slapd.conf

C- The default account admin is used without a password

D- The account is defined in the file /etc/ldap.secret

E- The account is defined in the file /etc/ldap.root.conf

Answer:
B

Question 6

Question Type: MultipleChoice

What is the standard port used by OpenVPN?

Options:
A-1723
B- 4500
C-500

D- 1194

Answer:
D

Question 7

Question Type: MultipleChoice
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When using mod authz core, which of the following strings can be used as an argument to
Require in an Apache HTTPD configuration file to specify the authentication provider? (Choose
three.)

Options:
A- method
B- all

C- regex
D- header
E- expr

Answer:
A B, E
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