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Question 1

Question Type: MultipleChoice

You have an on-premises network named Sitel.

You have an Azure subscription that contains a storage account named storagel and a virtual
network named VNetl. VNetl contains a subnet named Subnetl. A private endpoint for storagel
is connected to Subnetl Sitel is connected to VNetl by using a Site-to-Site (S2S) VPN.

You need to control access to storagel from Sitel by using network security groups (NSGs).

What should you do first?

Options:

A- Associate a route table with Subnetl.

B- Associate a NAT gateway with Subnetl.

C- Configure a network policy for private endpoints on Subnetl.
D- Create a subnet delegation on Subnetl.

Answer:
C

Question 2

Question Type: MultipleChoice

Your company has offices in Montreal. Seattle, and Paris. The outbound traffic from each office
originates from a specific public IP address.

You create an Azure Front Door instance named FD1 that has Azure Web Application Firewall
(WAF) enabled. You configure a WAF policy named Policy! that has a rule named Rulel. Rulel
applies a rate limit of 100 requests for traffic that originates from the office in Montreal.

You need to apply a rate limit of 100 requests for traffic that originates from each office.

What should you do?

Options:
A- Modify the conditions of Rulel.
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B- Create two additional associations.
C- Modify the rule type of Rulel.
D- Modify the rate limit threshold of Rulel.

Answer:
A

Explanation:
https://techcommunity.microsoft.com/t5/azure-network-security-blog/rate-limiting-feature-for-azu
re-waf-on-application-gateway-now/ba-
p/3934957#:~:text=Rate%20limiting%20is%20configured%20using,and%20a%20group%20by%
20variable.

Question 3

Question Type: MultipleChoice

SIMULATION
Task 8

You plan to deploy an appliance to subnet3-2- The appliance will perform packet inspection and
will have an IP address of 10.3.2.100.

You need to ensure that all traffic to the internet from subnet3-1 is forwarded to the appliance for
inspection.

Options:
A- See the Explanation below for step by step instructions

Answer:

Explanation:

To ensure that all traffic to the internet from subnet3-1 is forwarded to the appliance in subnet3-2
for packet inspection, you can useUser-Defined Routes (UDRs)to direct the traffic. Here's how you
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can do it:

Step-by-Step Solution

Step 1: Create a Route Table

Navigate to the Azure Portal.

Search for "Route tables"and select it.

Click on "Create".

Enter the following details:

Subscription: Select your subscription.

Resource Group: Select an existing resource group or create a new one.
Name: Enter a name for the route table (e.g.,RouteTable-Subnet3-1).
Region: Select the region where your virtual network is located.
Click on "Review + create"and then"Create".

Step 2: Add a Route to the Route Table

Navigate to the newly created route table.

Select "Routes'from the left-hand menu.

Click on "Add"to create a new route.

Enter the following details:

Route name: Enter a name for the route (e.g.,RouteToAppliance).
Address prefix: Enter0.0.0.0/0to route all internet traffic.

Next hop type: SelectVirtual appliance.

Next hop address: Enter the IP address of the appliance (10.3.2.100).
Click on "OK"to add the route.

Step 3: Associate the Route Table with Subnet3-1

Navigate to the route table.

Select "Subnets"from the left-hand menu.

Click on "Associate".

Select the virtual networkthat contains subnet3-1.
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Select subnet3-1from the list of subnets.
Click on "OK".
Explanation

User-Defined Routes (UDRs): These allow you to control the routing of traffic within your virtual
network.By defining a route that directs all internet-bound traffic to the appliance, you ensure
that the traffic is inspected before it reaches the internetl.

Virtual Appliance: This is a network appliance that performs specific functions, such as packet
inspection, and is treated as a next hop in the routing table2.

Route Table Association: Associating the route table with subnet3-1 ensures that all traffic from
this subnet follows the defined routes.

By following these steps, you can ensure that all internet-bound traffic from subnet3-1 is
forwarded to the appliance in subnet3-2 for inspection, thereby enhancing your network security.

Question 4

Question Type: MultipleChoice

You have an Azure subscription that contains the resources is shown in the following table.

""" ql1 | Azure SQL Database: 'Hasa'épﬁ"até':=¢ﬁﬂmf'- '
| logical server '

RNRTATL] RN RARA T H\

[ \VNet1 | Virtual network | Contains two subn : \H\
[lvm1__ | Virtual machine connectedé.tmst'iﬁinietﬂ'_ Il i
1 M THTTTEETEFTeT Y
i hk'; |

You need to ensure that the apps hosted on VM1 can resolve the IP address of the What should
you create first?

Options:

A- a public DNS zone named database.windows.net

B- a private DNS zone named database.windows.net

C- a public DNS zone named private ink.database.windows.net
D- a private DNS zone named privatelink.database.windows.net

Answer:
D
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Question 5

Question Type: MultipleChoice

Your company has offices in and Amsterdam. The company has an Azure subscription. Both
offices connect to Azure by using a Site-to-Site VPN connection.

The office in Amsterdam uses resources in the North Europe Azure region. The office in New York
uses resources in the East US Azure region.

You need to implement ExpressRoute circuits to connect each office to the nearest Azure region.
Once the ExpressRoute circuits are connected, the on-premises computers in the Amsterdam
office must be able to connect to the on-premises servers in the New York office by using the
ExpressRoute circuits.

Which ExpressRoute option should you use?

Options:

A- ExpressRoute Local

B- ExpressRoute FastPath

C- ExpressRoute Direct

D- ExpressRoute Global Reach

Answer:
D

Explanation:

https://docs.microsoft.com/en-us/azure/expressroute/expressroute-global-reach

Question 6

Question Type: MultipleChoice

You have an Azure virtual network and an on-premises datacenter.

You need to implement a Site-to-Site VPN connection between the datacenter and the virtual
network.


https://docs.microsoft.com/en-us/azure/expressroute/expressroute-global-reach
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Which two resources should you create? Each correct answer presents part of the solution. NOTE:
Each correct selection is worth one point.

Options:

A- a virtual network gateway

B- Azure Firewall

C- a local network gateway

D- Azure Web Application Firewall (WAF)
E- an on-premises data gateway

F- an Azure application gateway

G- a user-defined route

Answer:
A, C
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