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Question 1
Question Type: MultipleChoice

A company has an Azure point-to-site virtual private network (VPN) that uses certificate-based authentication.

A user reports that the following error message when they try to connect to the VPN by using a VPN client on a Windows 11 machine:

A certificate could not be found

You need to resolve the issue.

Which three actions should you perform?

Options: 
A- Configure an Azure Active Directory (Azure AD) tenant.

B- Install a root certificate on the user's device.

C- Generate a root certificate.

D- Install a client certificate on the VPN gateway.

E- Enable Azure AD authentication on the gateway

F- Generate a client certificate.



G- Install a client certificate on the user's device.

Answer: 
A, C, E

Question 2
Question Type: MultipleChoice

A company has an Azure Active Directory (Azure AD) tenant. The company deploys Azure AD Connect to synchronize users from an

Active Directory Domain Services (AD DS).

The synchronization of a user object is failing.

You need to troubleshoot the failing synchronization by using a built-in Azure AD Connect troubleshooting task.

Which two pieces of information should you collect before you start troubleshooting?

Options: 
A- Object common name



B- AD connector name

C- Object globally unique identifier

D- Azure AD connector name

E- Object distinguished name

Answer: 
C, D

Question 3
Question Type: MultipleChoice

A company implements self-service password reset (SSPR).

After a firewall upgrade at the company's datacenter, SSPR stops working.

You need to resolve the issue.

Which two URLs must be present on the firewalls to allow SSPR to connect?

Options: 



A- *.update.microsoft.com

B- *.servicebus.windows.net

C- *.passwordreset.onmicrosoft.com

D- *.svc.ms

E- *.adl.windows.com

Answer: 
A, E

Question 4
Question Type: MultipleChoice

A company deploys Azure Bastion to connect to their virtual machine (VM) infrastructure.

An engineer attempts to connect to a Windows VM by using Remote Desktop Protocol (RDP). The connection fails.

You need to troubleshoot the issue.

Which two actions should you perform?



Options: 
A- Monitor traffic with the following PowerShell cmdlet Test-AzNetworkWatcherConnectivity.

B- Configure Azure Bastion with static assignment.

C- Apply a network security group on the same subnet as Azure Bastion.

D- Run the Network Watcher Connection troubleshoot service.

E- Monitor traffic with the following PowerShell cmdlet New-AzNetworkWatcherFlowLog.

Answer: 
B, E

Question 5
Question Type: MultipleChoice

A company manages a solution that uses Azure Functions.

A function returns the following error: Azure Function Runtime is unreachable.

You need to troubleshoot the issue.

What are two possible causes of the issue?



Options: 
A- The execution quota is full.

B- The company did not configure a timer trigger.

C- The storage account application settings were deleted.

D- The function key was deleted.

E- The storage account for the function was deleted.

Answer: 
B, C

Question 6
Question Type: MultipleChoice

A company manages a solution that uses Azure Functions.

A function returns the following error: Azure Function Runtime is unreachable.

You need to troubleshoot the issue.



What are two possible causes of the issue?

Options: 
A- The execution quota is full.

B- The company did not configure a timer trigger.

C- The storage account application settings were deleted.

D- The function key was deleted.

E- The storage account for the function was deleted.

Answer: 
B, C

Question 7
Question Type: MultipleChoice

A company has an Azure Active Directory (Azure AD) tenant. The company deploys Azure AD Connect to synchronize users from an

Active Directory Domain Services (AD DS).



The synchronization of a user object is failing.

You need to troubleshoot the failing synchronization by using a built-in Azure AD Connect troubleshooting task.

Which two pieces of information should you collect before you start troubleshooting?

Options: 
A- Object common name

B- AD connector name

C- Object globally unique identifier

D- Azure AD connector name

E- Object distinguished name

Answer: 
C, D

Question 8
Question Type: MultipleChoice



A company deploys Azure Bastion to connect to their virtual machine (VM) infrastructure.

An engineer attempts to connect to a Windows VM by using Remote Desktop Protocol (RDP). The connection fails.

You need to troubleshoot the issue.

Which two actions should you perform?

Options: 
A- Monitor traffic with the following PowerShell cmdlet Test-AzNetworkWatcherConnectivity.

B- Configure Azure Bastion with static assignment.

C- Apply a network security group on the same subnet as Azure Bastion.

D- Run the Network Watcher Connection troubleshoot service.

E- Monitor traffic with the following PowerShell cmdlet New-AzNetworkWatcherFlowLog.

Answer: 
B, E
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