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Question 1
Question Type: MultipleChoice

Your on-premises network contains an e-commerce web app that was developed in Angular and Node.js. The web app uses a

MongoDB database. You plan to migrate the web app to Azure. The solution architecture team proposes the following architecture as an

Azure landing zone.

You need to provide recommendations to secure the connection between the web app and the database. The solution must follow the

Zero Trust model. Solution: You recommend implementing Azure Front Door with Azure Web Application Firewall (WAF). Does this meet

the goal?

Options: 
A- Yes



B- No

Answer: 
A

Question 2
Question Type: MultipleChoice

You have an Azure subscription that has Microsoft Defender for Cloud enabled.

You are evaluating the Azure Security Benchmark V3 report.

In the Secure management ports controls, you discover that you have 0 out of a potential 8 points.

You need to recommend configurations to increase the score of the Secure management ports controls.

Solution: You recommend enabling just-in-time (JIT) VM access on all virtual machines.

Does this meet the goal?

Options: 



A- Yes

B- No

Answer: 
A

Question 3
Question Type: MultipleChoice

Your on-premises network contains an e-commerce web app that was developed in Angular and Nodejs. The web app uses a MongoDB

database. You plan to migrate the web app to Azure. The solution architecture team proposes the following architecture as an Azure

landing zone.



You need to provide recommendations to secure the connection between the web app and the database. The solution must follow the

Zero Trust model. Solution: You recommend creating private endpoints for the web app and the database layer. Does this meet the goal?

Options: 
A- Yes

B- No

Answer: 
B

Question 4
Question Type: MultipleChoice

You are designing a security strategy for providing access to Azure App Service web apps through an Azure Front Door instance. You

need to recommend a solution to ensure that the web apps only allow access through the Front Door instance. Solution: You

recommend access restrictions based on HTTP headers that have the Front Door ID. Does this meet the goal?



Options: 
A- Yes

B- No

Answer: 
B

Question 5
Question Type: MultipleChoice

Your company has an on-premises network, an Azure subscription, and a Microsoft 365 E5 subscription. The company uses the

following devices:

* Computers that run either Windows 10 or Windows 11

* Tablets and phones that run either Android or iOS

You need to recommend a solution to classify and encrypt sensitive Microsoft Office 365 data regardless of where the data is stored.

What should you include in the recommendation?



Options: 
A- eDiscovery

B- retention policies

C- Compliance Manager

D- Microsoft Information Protection

Answer: 
A

Question 6
Question Type: MultipleChoice

You have a Microsoft 365 E5 subscription.

You are designing a solution to protect confidential data in Microsoft SharePoint Online sites that contain more than one million

documents.

You need to recommend a solution to prevent Personally Identifiable Information (Pll) from being shared.

Which two components should you include in the recommendation? Each correct answer presents part of the solution.



NOTE: Each correct selection is worth one point.

Options: 
A- data loss prevention (DLP) policies

B- sensitivity label policies

C- retention label policies

D- eDiscovery cases

Answer: 
A, D

Question 7
Question Type: MultipleChoice

Your company is developing a serverless application in Azure that will have the architecture shown in the following exhibit.





You need to recommend a solution to isolate the compute components on an Azure virtual network. What should you include in the

recommendation?

Options: 
A- Azure Active Directory (Azure AD) enterprise applications

B- an Azure App Service Environment (ASE)

C- Azure service endpoints

D- an Azure Active Directory (Azure AD) application proxy

Answer: 
B

Question 8
Question Type: MultipleChoice

You have an Azure subscription that is used as an Azure landing zone for an application. You need to evaluate the security posture of all

the workloads in the landing zone. What should you do first?



Options: 
A- Add Microsoft Sentinel data connectors.

B- Configure Continuous Integration/Continuous Deployment (CI/CD) vulnerability scanning.

C- Enable the Defender plan for all resource types in Microsoft Defender for Cloud.

D- Obtain Azure Active Directory Premium Plan 2 licenses.

Answer: 
A

Question 9
Question Type: MultipleChoice

A customer has a Microsoft 365 E5 subscription and an Azure subscription.

The customer wants to centrally manage security incidents, analyze log, audit activity, and hunt for potential threats across all deployed

services.

You need to recommend a solution for the customer. The solution must minimize costs.



What should you include in the recommendation?

Options: 
A- Microsoft 365 Defender

B- Microsoft Defender for Cloud

C- Microsoft Defender for Cloud Apps

D- Microsoft Sentinel

Answer: 
D
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