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Question 1

Question Type: MultipleChoice

Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete
solution. NOTE: Each correct selection is worth one point.

Options:

A- phone call

B- text message (SMS)

C- email verification

D- Microsoft Authenticator app

E- security question

Answer:

A B, D

Question 2




Question Type: MultipleChoice

What can you use to provision Azure resources across multiple subscriptions in a consistent manner?

Options:

A- Microsoft Defender for Cloud
B- Azure Blueprints
C- Microsoft Sentinel

D- Azure Policy

Answer:

B

Question 3

Question Type: MultipleChoice

What are three uses of Microsoft Cloud App Security? Each correct answer presents a complete solution.



NOTE: Each correct selection is worth one point.

Options:

A- to discover and control the use of shadow IT

B- to provide secure connections to Azure virtual machines

C- to protect sensitive information hosted anywhere in the cloud

D- to provide pass-through authentication to on-premises applications

E- to prevent data leaks to noncompliant apps and limit access to regulated data

Answer:

A CE

Explanation:

https://docs.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps

Question 4



https://docs.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps

Question Type: MultipleChoice

To which type of resource can Azure Bastion provide secure access?

Options:

A- Azure Files
B- Azure SQL Managed Instances
C- Azure virtual machines

D- Azure App Service

Answer:

Explanation:

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.

https://docs.microsoft.com/en-us/azure/bastion/bastion-overview


https://docs.microsoft.com/en-us/azure/bastion/bastion-overview

Question 5

Question Type: MultipleChoice

You have a Microsoft 365 E3 subscription.
You plan to audit user activity by using the unified audit log and Basic Audit.

For how long will the audit records be retained?

Options:

A- 15 days
B- 30 days
C- 90 days
D- 180 days

Answer:

C

Question 6




Question Type: MultipleChoice

Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer presents a
complete solution.

NOTE: Each correct selection is worth one point.

Options:

A- Configure external access for partner organizations.

B- Export risk detection to third-party utilities.

C- Automate the detection and remediation of identity based-risks.
D- Investigate risks that relate to user authentication.

E- Create and automatically assign sensitivity labels to data.

Answer:

C,DE

Question 7

Question Type: MultipleChoice




Which type of identity is created when you register an application with Active Directory (Azure AD)?

Options:

A- a user account
B- a user-assigned managed identity
C- a system-assigned managed identity

D- a service principal

Answer:

D

Explanation:

When you register an application through the Azure portal, an application object and service principal are automatically created in your
home directory or tenant.

https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal


https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

Question 8

Question Type: MultipleChoice

When security defaults are enabled for an Azure Active Directory (Azure AD) tenant, which two requirements are enforced? Each correct
answer presents a complete solution.

NOTE: Each correct selection is worth one point.

Options:

A- All users must authenticate from a registered device.

B- Administrators must always use Azure Multi-Factor Authentication (MFA).
C- Azure Multi-Factor Authentication (MFA) registration is required for all users.
D- All users must authenticate by using passwordless sign-in.

E- All users must authenticate by using Windows Hello.

Answer:

B, C

Explanation:




Security defaults make it easy to protect your organization with the following preconfigured security settings:
Requiring all users to register for Azure AD Multi-Factor Authentication.

Requiring administrators to do multi-factor authentication.

Blocking legacy authentication protocols.

Requiring users to do multi-factor authentication when necessary.

Protecting privileged activities like access to the Azure portal.

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

Question 9

Question Type: MultipleChoice

You have an Azure subscription.
You need to implement approval-based, time-bound role activation.

What should you use?


https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

Options:

A- Windows Hello for Business
B- Azure Active Directory (Azure AD) Identity Protection
C- access reviews in Azure Active Directory (Azure AD)

D- Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer:

D

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure


https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
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