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Question 1
Question Type: MultipleChoice

Which two traffic steering configurations are supported by Netskope? (Choose two.)

Options:
A- browser isolation traffic only
B- cloud applications only
C- all Web traffic including cloud applications
D- Web traffic only

Answer:
B, C

Explanation:
The two traffic steering configurations that are supported by Netskope are cloud applications only
and all Web traffic including cloud applications. These configurations allow you to control what
kind of traffic gets steered to Netskope for real-time deep analysis and what kind of traffic gets
bypassed. You can choose one of these options for both on-premises and off-premises scenarios,
depending on your network environment and security needs. You can also create exceptions for
specific domains, IP addresses, or certificate-pinned applications that you want to bypass or steer
regardless of the configuration option.Reference:Steering ConfigurationCreating a Steering
Configuration

Question 2
Question Type: MultipleChoice

You are working with traffic from applications with pinned certificates. In this scenario, which
statement is correct?

Options:
A- An exception should be added to the steering configuration.
B- The domains used by certificate-pinned applications should be added to the authentication
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bypass list.
C- Traffic with pinned certificates should be blocked.
D- The domains used by applications with pinned certificates should be allowed in an inline
policy.

Answer:
A

Explanation:
When working with traffic from applications with pinned certificates, you should add an exception
to the steering configuration to bypass them. Pinned certificates are a security technique that
prevents man-in-the-middle attacks by validating the server certificates against a hardcoded list
of certificates in the application. If you try to intercept or inspect the traffic from such
applications, they will reject the connection or display an error message. Therefore, you should
add the domains used by certificate-pinned applications as exceptions in your steering
configuration, so that they are not steered to Netskope for analysis and
enforcement.Reference:Certificate Pinned ApplicationsCreating a Steering Configuration

Question 3
Question Type: MultipleChoice

An administrator wants to determine to which data plane a user is traversing. In this scenario,
what are two ways to accomplish this task? (Choose two.)

Options:
A- Settings -> Security Cloud Platform -> Devices
B- Settings -> Security Cloud Platform -> Client Configuration
C- SkopeIT -> Alerts -> View Details
D- System Tray -> Configuration

Answer:
B, C

Explanation:
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To determine which data plane a user is traversing, an administrator can use the following
methods:

Settings -> Security Cloud Platform -> Client Configuration: This section provides details about
the client configurations and the data planes assigned to different users or groups. By reviewing
the client configuration, administrators can determine the data plane a user is connected to.

SkopeIT -> Alerts -> View Details: In the SkopeIT alerts, administrators can view detailed
information about user activities, including the data plane through which the user traffic is being
routed. This provides real-time insights into the user's path through the Netskope infrastructure.

Netskope documentation on configuring and managing the Security Cloud Platform and client
configurations.

Guides on using SkopeIT to monitor user activities and view detailed alert information.

Question 4
Question Type: MultipleChoice

What are two primary advantages of Netskope's Secure Access Service Edge (SASE) architecture?
(Choose two.

Options:
A- no on-premises hardware required for policy enforcement
B- Bayesian spam filtering
C- Endpoint Detection and Response (EDR)
D- single management console

Answer:
A, D

Explanation:
Two primary advantages of Netskope's Secure Access Service Edge (SASE) architecture are: no
on-premises hardware required for policy enforcement and single management console.
Netskope's SASE architecture delivers network and security services as cloud-based services that
can be accessed from any location and device. This eliminates the need for on-premises
hardware appliances such as firewalls, proxies, VPNs, etc., that are costly to maintain and scale.
Netskope's SASE architecture also provides a single management console that allows
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administrators to configure and monitor all the network and security services from one place.
This simplifies IT operations and reduces complexity and overhead.Reference:Netskope
SASEWhat is SASE?

Question 5
Question Type: MultipleChoice

A customer is considering the cloud shared responsibility model.

In this scenario, which two criteria become the customer's responsibility? (Choose two.)

Options:
A- controlling access
B- third-party certification
C- enforcing service level agreements
D- preventing data leakage

Answer:
A, D

Explanation:
In the context of the cloud shared responsibility model, the customer's responsibilities include:

Controlling access:

Customers must manage access controls to ensure that only authorized users can access their
data and applications. This includes implementing identity and access management (IAM)
policies, multi-factor authentication (MFA), and regular auditing of access permissions.

Preventing data leakage:

Customers are responsible for implementing data loss prevention (DLP) strategies to protect
sensitive information from unauthorized access, disclosure, or exfiltration. This involves
configuring and monitoring DLP policies, encryption, and other security measures.

These responsibilities are critical for maintaining the security and integrity of data in the cloud,
complementing the cloud provider's responsibilities for the infrastructure and services.
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Netskope Knowledge Portal: Cloud Security

Shared Responsibility Model

Question 6
Question Type: MultipleChoice

When designing an architecture with Netskope Private Access, which element guarantees
connectivity between the Netskope cloud and the private application?

Options:
A- Netskope Publisher
B- API connector
C- Third-party router with GRE/IPsec support
D- Netskope Client

Answer:
A

Explanation:
When designing an architecture with Netskope Private Access, the Netskope Publisher is the
element that guarantees connectivity between the Netskope cloud and the private application.
The Publisher acts as a gateway, securely connecting users to private applications hosted on-
premises or in data centers.

Netskope Publisher: This component facilitates secure access to private applications by
connecting the Netskope cloud with the internal network. It ensures that users can access private
applications seamlessly while maintaining security and compliance.

Netskope documentation on Private Access and the role of the Publisher.

Best practices for configuring and deploying Netskope Publisher to ensure secure connectivity to
private applications.

Question 7
Question Type: MultipleChoice

https://aws.amazon.com/compliance/shared-responsibility-model/
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Which three statements about Netskope Private Access Publishers are correct? (Choose three.)

Options:
A- Publishers can run on Windows or Linux servers.
B- Publishers can be deployed in both private data centers and public cloud providers to provide
access to applications across disparate locations.
C- Publisher deployment can be automated in public cloud environments using Netskope's REST
API.
D- Publishers only make outbound connections to the Netskope Security Cloud which reduces the
amount of public exposure.
E- Publishers can be deployed as hardware or software appliances to provide access to
applications across disparate locations.

Answer:
A, B, D

Explanation:
The following statements about Netskope Private Access Publishers are correct:

Publishers can run on Windows or Linux servers:

Publishers are versatile and can be installed on both Windows and Linux operating systems.

Publishers can be deployed in both private data centers and public cloud providers to provide
access to applications across disparate locations:

This flexibility allows organizations to use Publishers to connect applications hosted in various
environments, ensuring seamless access across locations.

Publishers only make outbound connections to the Netskope Security Cloud which reduces the
amount of public exposure:

By making only outbound connections, Publishers minimize the attack surface, enhancing
security by reducing public exposure.

Netskope Private Access Deployment Guide

Netskope REST API v2 Overview

https://docs.netskope.com/en/netskope-help/admin-console/rest-api/rest-api-v2-overview-312207/
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