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Question 1

Question Type: MultipleChoice

Is this a valid use of the Okta Password Policy?

Solution: To enforce minimum password length for third-party cloud applications.

Options:
A-Yes
B- No

Answer:
B

Question 2

Question Type: MultipleChoice

Is this the way to search for an application that supports a federated service in the Okta
integration Network (OIN)?

Solution: Use the Supports SAML filter

Options:
A-Yes
B- No

Answer:

Explanation:

https://help.okta.com/en/prod/Content/Topics/Apps/Apps Apps.htm


https://help.okta.com/en/prod/Content/Topics/Apps/Apps_Apps.htm
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Question 3

Question Type: MultipleChoice

Is this statement true regarding the lifespan of an unused API token in Okta?

Solution: An unused API token expires only on revocation.

Options:
A-Yes
B- No

Answer:
B

Explanation:

https://developer.okta.com/docs/quides/create-an-api-token/token-expiration-deactivation

Question 4

Question Type: MultipleChoice

Is this the authentication method or flow that is used when an end user launches a SAML
application from the Okta end user home dashboard?

Solution: Secure Web Authentication (SWA)

Options:
A-Yes
B- No

Answer:
A



https://developer.okta.com/docs/guides/create-an-api-token/token-expiration-deactivation/
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Question 5

Question Type: MultipleChoice

Is this a reason an administrator should consult the system log within Okta?

Solution: to see the user password health

Options:
A-Yes
B- No

Answer:
B

Question 6

Question Type: MultipleChoice

Is this a valid group type supported in Okta?

Solution: Private group

Options:
A-Yes
B- No

Answer:
B

Question 7

Question Type: MultipleChoice

Is this an option available to end users for sell-service password reset if enabled by an Okta
Administrator?



Okta-Certified-Professional Practice Questions BY Decker - Page 5

Solution: Email

Options:
A-Yes
B- No

Answer:
A

Explanation:

1.Click on the password reset link Include a Click here to reset your password link on the Okta
Sign-On page so that users can intuitively initiate the password reset ow. By combining self-
service password resets with SSO, not only can organizations reduce the number of required
passwords (a security benet, as well as end-user convenience) but users are able to access all
their applications through a single password reset.

2.Receive either an email or an SMS message The user has the option to receive either an email
or an SMS message containing a password reset code. With both options, the user still has to
answer a security question to verify identity before they are allowed to reset their password.
This security question and answer is created when users enroll in Okta MFA.

3.Enter a new password The newly created password can still impose the same password
policies such as character length, number of special characters required, etc., ensuring a
consistent password policy throughout the organization.

https://www.okta.com/resources/whitepaper/enable-self-service-password-resets/

Question 8

Question Type: MultipleChoice

Is this a true statement about an Okta API token?

Solution: An API token can be created by an OKta end user.

Options:
A-Yes
B- No



https://www.okta.com/resources/whitepaper/enable-self-service-password-resets/
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Answer:

Question 9

Question Type: MultipleChoice

Is this a valid use of the Okta Password Policy?

Solution: To enforce minimum password length for third-party cloud applications.

Options:
A-Yes
B- No

Answer:

Question 10

Question Type: MultipleChoice

Is this a valid user account status for an end user who needs to authenticate to Okta?

Solution: Suspended

Options:
A-Yes
B- No

Answer:
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Question 11

Question Type: MultipleChoice

An Okta Administrator needs to ensure that all remote contractors are prompted for multifactor
authentication (MFA) when they attempt to log in to Okta.

Is this a step the administrator should take to meet this requirement?

Solution: Add an Okta Sign-on Policy.

Options:
A-Yes
B- No

Answer:
B
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