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Question 1
Question Type: MultipleChoice

Which Oracle Data Safe feature minimizes the amount of personal data and allows internal test, development, and analytics teams to

operate with reduced risk?

Options: 
A- data auditing

B- data encryption

C- security assessment

D- data masking

E- data discovery

Answer: 
D

Explanation: 



Data masking in Oracle Data Safe minimizes the amount of personal data and allows internal test, development, and analytics teams to

operate with reduced risk91011.It replaces sensitive or confidential information in non-production databases with realistic and fully

functional data with similar characteristics as the original data

Question 2
Question Type: MultipleChoice

You are using a custom application with third-party APIs to manage application and data hosted in an Oracle Cloud Infrastructure(OCI)

tenancy. Although your third-party APIs don't support OCI's signature-based authentication, you want them to communicate with OCI

resources. Which authentication option must you use to ensure this?

Options: 
A- OCI username and Password

B- API Signing Key

C- SSH Key Pair with 2048-bit algorithm

D- Auth Token

https://docs.oracle.com/en-us/iaas/data-safe/doc/oracle-data-safe-overview.html
https://docs.oracle.com/en-us/iaas/data-safe/doc/oracle-data-safe-overview.html
https://docs.oracle.com/en-us/iaas/data-safe/doc/oracle-data-safe-overview.html


Answer: 
D

Explanation: 
An auth token in OCI is an Oracle-generated token that you can use to authenticate with third-party APIs78.This can be useful when the

third-party APIs do not support OCI's signature-based authentication

Question 3
Question Type: MultipleChoice

In which two ways can you improve data durability in Oracle Cloud Infrastructure Object Storage?

Options: 
A- Setup volumes in a RAID1 configuration

B- Enable server-sideencryption

https://docs.oracle.com/en-us/iaas/Content/API/Concepts/sdk_authentication_methods.htm
https://docs.oracle.com/en-us/iaas/Content/API/Concepts/sdk_authentication_methods.htm


C- Enable Versioning

D- Limit delete permissions

E- Enable client-side encryption

Answer: 
C, D

Explanation: 
Enabling versioning can improve data durability in OCI Object Storage by keeping multiple versions of an object in the same bucket5.

Limiting delete permissions can also improve data durability by preventing unauthorized users from deleting data

Question 4
Question Type: MultipleChoice

You want to make API calls against other OCI services from your instance without configuring user credentials. How would you achieve

this?

https://docs.oracle.com/en-us/iaas/Content/Object/Concepts/objectstorageoverview.htm
https://blogs.oracle.com/cloud-infrastructure/post/first-principles-redundancy-recovery-durability


Options: 
A- Create a dynamic group and add apolicy.

B- Create a dynamic group and add your instance.

C- Create a group and add a policy.

D- No configuration is required for making API calls.

Answer: 
A

Explanation: 
DYNAMIC GROUP

Dynamic groups allow you to groupOracle Cloud Infrastructureinstances as principalactors, similar to user groups. You can then create

policies to permit instances in these groups to make API calls againstOracle Cloud Infrastructureservices. Membership in the group is

determined by a set of criteria you define, calledmatching rules.https://docs.cloud.oracle.com/en-

us/iaas/Content/Identity/Tasks/callingservicesfrominstances.htm

Question 5



Question Type: MultipleChoice

Which statement is true about Oracle Cloud Infrastructure (OCI) Object Storage server-side encryption?

Options: 
A- All the traffic to and from object storage is encrypted by using Transport Layer Security.

B- Encryption is not enabled by default.

C- Customer-provided encryption keys are never stored in OCI Vault service.

D- Each object in a bucket is always encrypted with the same data encryption key.

Answer: 
A

Explanation: 
Oracle Cloud Infrastructure (OCI) Object Storage uses Transport Layer Security (TLS) to encrypt all traffic to and from Object Storage34.

This ensures that data is secure during transit.

https://docs.oracle.com/en-us/iaas/Content/Object/Tasks/usingyourencryptionkeys.htm
https://docs.oracle.com/en-us/iaas/Content/Object/Tasks/usingyourencryptionkeys.htm


Question 6
Question Type: MultipleChoice

Which statement is true about origin management in WAF?

Statement A: Multiple origins can be defined.

Statement B: Only a single origin can be active fora WAF.

Options: 
A- Only statement B is true.

B- Both the statements are false.

C- Both the statements are true.

D- Only statement A is true.

Answer: 
D

Explanation: 



Statement A: Multiple origins can be defined1. This is true.In Oracle Cloud Infrastructure's Web Application Firewall (WAF), multiple

origins can be defined for a WAF policy using Origin Groups1.When at least two origins are configured, load balancing is enabled1.

Statement B: Only a single origin can be active for a WAF2. This is false.In the Origin Settings of the WAF policy, all origins are active

under origin groups2.

Question 7
Question Type: MultipleChoice

Which of these protects customer data at rest and in transit in a way that allows customers to meet their security and compliance

requirements forcryptographic algorithms and key management?

Options: 
A- Security controls

B- Customer isolation

C- Data encryption

D- Identity Federation

https://docs.oracle.com/en-us/iaas/Content/WAF/Tasks/originmanagement.htm
https://docs.oracle.com/en-us/iaas/Content/WAF/Tasks/originmanagement.htm
https://docs.oracle.com/en-us/iaas/Content/WAF/Origin/update_origin.htm
https://docs.oracle.com/en-us/iaas/Content/WAF/Origin/update_origin.htm


Answer: 
C

Explanation: 
DATA ENCRYPTION

Protect customer data at-rest and in-transit in a way that allows customers to meet their security and compliance requirements for

cryptographic algorithms and key management.

https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_overview.htm
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