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Question 1
Question Type: MultipleChoice

What differentiates knowledge-based systems from behavior-based systems?

Options: 
A- Behavior-based systems find the data that knowledge-based systems store.

B- Knowledge-based systems pull from a previously stored database that distinguishes ''bad''.

C- Knowledge-based systems try to find new, distinct traits to find ''bad'' things.

D- Behavior-based systems pull from a previously stored database that distinguishes ''bad''.

Answer: 
C

Question 2
Question Type: MultipleChoice



Which capability of a Zero Trust network security architecture leverages the combination of application, user, and content identification to

prevent unauthorized access?

Options: 
A- Cyber threat protection

B- Inspection of all traffic

C- Least privileges access control

D- Network segmentation

Answer: 
C

Question 3
Question Type: MultipleChoice

Which network firewall primarily filters traffic based on source and destination IP address?



Options: 
A- Proxy

B- Stateful

C- Stateless

D- Application

Answer: 
B

Question 4
Question Type: MultipleChoice

What is the purpose of SIEM?

Options: 
A- Securing cloud-based applications



B- Automating the security team's incident response

C- Real-time monitoring and analysis of security events

D- Filtering webpages employees are allowed to access

Answer: 
C

Question 5
Question Type: MultipleChoice

TCP is the protocol of which layer of the OSI model?

Options: 
A- Transport

B- Session

C- Data Link

D- Application



Answer: 
A

Question 6
Question Type: MultipleChoice

Which two pieces of information are considered personally identifiable information (PII)? (Choose two.)

Options: 
A- Birthplace

B- Login 10

C- Profession

D- Name

Answer: 
A, D



Question 7
Question Type: MultipleChoice

Which two statements are true about servers in a demilitarized zone (DMZ)? (Choose two.)

Options: 
A- They can be accessed by traffic from the internet.

B- They are located in the internal network.

C- They can expose servers in the internal network to attacks.

D- They are isolated from the internal network.

Answer: 
A, D
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