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Question 1
Question Type: MultipleChoice

An administrator has left a firewall to used default port for all management services. Which three function performed by the dataplane?

(Choose three.)

Options: 
A- NTP

B- antivirus

C- NAT

D- WildFire updates

E- file blocking

Answer: 
A, C, D

Question 2



Question Type: MultipleChoice

Which PAN-OS policy must you configure to force a user to provide additional credential before he is allowed to access an internal

application that contains highly sensitive business data?

Options: 
A- Authentication policy

B- Decryption policy

C- Security policy

D- Application Override policy

Answer: 
A

Question 3
Question Type: MultipleChoice

In High Availability, which information is transferred via the HA data link?



Options: 
A- heartbeats

B- HA state information

C- session information

D- User-ID information

Answer: 
C

Question 4
Question Type: MultipleChoice

Which two benefits come from assigning a Decrypting Profile to a Decryption rule with a'' NO Decrypt'' action? (Choose two.)

Options: 



A- Block sessions with unsuspected cipher suites

B- Block sessions with untrusted issuers

C- Block credential phishing.

D- Block sessions with client authentication

E- Block sessions with expired certificates

Answer: 
B, E

Question 5
Question Type: MultipleChoice

Which feature can be configured on VM-Series firewalls'?

Options: 
A- aggregate interlaces

B- multiple virtual systems



C- Globallprotect

D- machine learning

Answer: 
C

Question 6
Question Type: MultipleChoice

An administrator encountered problems with inbound decryption. Which option should the administrator investigate as part of triage?

Options: 
A- firewall connectivity to a CRL

B- Root certificate imported into the firewall with 'Trust' enabled

C- importation of a certificate from an HSM

D- Security policy rule allowing SSL to the target server



Answer: 
D

Question 7
Question Type: MultipleChoice

If an administrator wants to decrypt SMTP traffic and possesses the saver's certificate, which SSL decryption mode will allow the Palo

Alto Networks NGFW to inspect traffic to the server?

Options: 
A- TLS Bidirectional Inspection

B- SSL Inbound Inspection

C- SSH Forward now proxy

D- SMTP inbound Decryption

Answer: 
C



Question 8
Question Type: MultipleChoice

Winch three steps will reduce the CPU utilization on the management plane? (Choose three. ) Disable logging at session start in

Security policies.

Options: 
A- Disable predefined reports.

B- Reduce the traffic being decrypted by the firewall.

C- Disable SNMP on the management interface.

D- Application override of SSL application.

Answer: 
A, B, C
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