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Question 1

Question Type: MultipleChoice

When a malware-infected host attempts to resolve a known command-and-control server, the traffic matches a security policy with DNS
sinhole enabled, generating a traffic log.

What will be the destination IP Address in that log entry?

Options:

A- The IP Address of sinkhole.paloaltonetworks.com
B- The IP Address of the command-and-control server
C- The IP Address specified in the sinkhole configuration

D- The IP Address of one of the external DNS servers identified in the anti-spyware database

Answer:

C

Explanation:




https://live.paloaltonetworks.com/t5/Management-Articles/How-to-Verify-DNS-Sinkhole-Function-is-Working/ta-p/65864

Question 2

Question Type: MultipleChoice

An administrator has been asked to configure active/passive HA for a pair of Palo Alto Networks NGFWSs. The administrator assigns
priority 100 to the active firewall.

Which priority is collect tot the passive firewall?

Options:

A-0
B-1
C-90
D- 255

Answer:

D


https://live.paloaltonetworks.com/t5/Management-Articles/How-to-Verify-DNS-Sinkhole-Function-is-Working/ta-p/65864

Question 3

Question Type: MultipleChoice

Which three user authentication services can be modified in to provide the Palo Alto Networks NGFW with both username and role
names? (Choose three.)

Options:

A- PAP
B- SAML

C- LDAP

D- TACACS+
E- RADIUS

F- Kerberos

Answer:

C,DE



Question 4

Question Type: MultipleChoice

Which two subscriptions are available when configuring panorama to push dynamic updates to connected devices? (Choose two.)

Options:

A- User-ID
B- Antivirus
C- Application and Threats

D- Content-ID

Answer:

B, C

Question 5

Question Type: MultipleChoice




How does Panorama prompt VMware NSX to quarantine an in6erface VM??

Options:

A- Syslog Server Profile
B- Email Server Profile
C- SNMP Server Profile
D- HTTP Server Profile

Answer:

Question 6

Question Type: MultipleChoice

Which two action would be part of an automatic solution that would block sites with untrusted certificates without enabling SSL forward
proxy? (Choose two.)



Options:

A- Configure an EDL to pull IP Addresses of known sites resolved from a CRL.
B- Create a Security Policy rule with vulnerability Security Profile attached.

C- Create a no-decrypt Decryption Policy rule.

D- Enable the 'Block seasons with untrusted Issuers- setting.

E- Configure a Dynamic Address Group for untrusted sites.

Answer:

B,D

Question 7

Question Type: MultipleChoice

Which two options prevents the firewall from capturing traffic passing through it? (Choose two.)

Options:




A- The firewall is in milti-vsys mode.
B- The traffic does not match the packet capture filter
C- The traffic is offloaded.

D- The firewall's DP CPU is higher than 50%

Answer:

B, C
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