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Question 1

Question Type: MultipleChoice

An administrator is installing ESM Core 4.0. The SQL Server is running on a non-standard port
(36418). The database connection validation is failing. The administrator has entered the
following information:

Server Name: Servername\Instance

Database: TrapsDB

User Name: Domain\Account

What is causing the failure?

Options:
A- The database name 'TrapsDB' is unsupported
B- The instance name should not be specified
C- The non-standard port needs to be specified in the format TrapsDB,36418
D- The destination port cannot be configured during installation

Answer:
B

Question 2

Question Type: MultipleChoice

Which set of modules must be loaded and configured when using Metasploit?

Options:
A- Attacker, payload
B- Exploit, payload
C- Exploit, malware
D- Malware, host

Answer:
C
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Question 3

Question Type: MultipleChoice

A company wants to implement a new Virtual Desktop Infrastructure (VDI) in which the
endpoints are protected with Traps. It must select a VDI platform that is supported by Palo Alto
Networks for Traps use.

Which two platform are supported? (Choose two.)

Options:
A- Citrix XenDesktop
B- VMware Horizon View
C- Listeq
D- Nimboxx

Answer:
A, B

Question 4

Question Type: MultipleChoice

From the ESM console, which two ways can an administrator verify that their installed macOS
agents are functional? (Select two.)

Options:
A- Click the Settings Tab > Agent > Installation Package to view the agents installed.
B- Click the Dashboard Tab, and refer to the Computer Distribution and Version window
C- Click the Monitor Tab > Agent > Health. Sort by OS and look for the macOS endpoints
D- Click the Monitor Tab > Data Retrieval

Answer:
A, C
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Question 5

Question Type: MultipleChoice

Which MSI command line parameters will successfully install a Traps agent using SSL and
pointed to server ESM?

Options:
A- msiexec /i c:\traps.msi /qn TRAPS_SERVER=ESM USE_SSL_PRIMARY=1
B- msiexec /i c:\traps.msi /qn CYVERA_SERVER=ESM USE_SSL_PRIMARY=1
C- msiexec /i c:\traps.msi /qn ESM_SERVER=ESM USE_SSL_PRIMARY=1
D- msiexec /x c:\traps.msi /qn SERVER=ESM USE_SSL_PRIMARY=1

Answer:
B

Question 6

Question Type: MultipleChoice

An administrator has a critical group of systems running Windows XP SP3 that cannot be
upgraded. The administrator wants to evaluate the ability of Traps to protect these systems and
the word processing applications running on them.

How should an administrator perform this evaluation?

Options:
A- Run a known 2015 flash exploit on a Windows XP SP3 VM, and run an exploitation tool that
acts as a listener. Use the results to demonstrate Traps capabilities.
B- Run word processing exploits in a Windows 7 VM in a controlled and isolated environment.
Document indicators of compromise and compare to Traps protection capabilities.
C- Prepare a Windows 7 VM. Gather information about the word processing applications,
determine if some of them are vulnerable, and prepare a working exploit for at least one of
them. Execute with an exploitation tool.
D- Gather information about the word processing applications and run them on a Windows XP
SP3 VM. Determine if any of the applications are vulnerable and run the exploit with an
exploitation tool.
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Answer:
A

Question 7

Question Type: MultipleChoice

Assume a Child Process Protection rule exists for powershell.exe in Traps v 4.0. Among the
items on the blacklist is ipconfig.exe. How can an administrator permit powershell.exe to
execute ipconfig.exe without altering the rest of the blacklist?

Options:
A- add ipconfig.exe to the Global Child Processes Whitelist, under Restriction settings.
B- Uninstall and reinstall the traps agent.
C- Create a second Child Process Protection rule for powershell.exe to whitelist ipconfig.exe.
D- Remove ipconfig.exe from the rule's blacklist.

Answer:
A
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