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Question 1
Question Type: MultipleChoice

Which profile or policy should be applied to protect against port scans from the internet?

Options: 
A) An App-ID security policy rule to block traffic sourcing from the untrust zone

B) Security profiles to security policy rules for traffic sourcing from the untrust zone

C) Interface management profile on the zone of the ingress interface

D) Zone protection profile on the zone of the ingress interface

Answer: 
D

Question 2
Question Type: MultipleChoice



Which configuration creates the most comprehensive ''best-practice'' Anti Spyware profile to prevent command and Control traffic?

Options: 
A) Clone the Strict Anti-Spyware Profile, enable DNS Sinkholing and Passive DNS Monitoring, and deploy this customized clone

B) Clone the Default Anti-Spyware Profile and enable DNS Sinkholing and Passive DNS Monitoring, and deploy this customized clone

C) Edit and deploy the Default Anti-Spyware Profile (DNS Sinkholing and Passive DNS Monitoring is already enabled)

D) Edit and deploy the Strict Anti-Spyware Profile Profile (DNS Sinkholing and Passive DNS Monitoring is already enabled)

Answer: 
A

Question 3
Question Type: MultipleChoice

Which functionality is available to firewall users with an active Threat Prevention subscription, but no WildFire license?



Options: 
A) PE file upload to WildFire

B) WildFire hybrid deployment

C) 5 minute WildFire updates to threat signatures

D) Access to the WildFire API

Answer: 
C

Question 4
Question Type: MultipleChoice

Which three signature-based Threat Prevention features of the firewall are informed by intelligence from the Threat Intelligence Cloud?

(Choose three.)

Options: 
A) Vulnerability protection



B) Anti-Spyware

C) Anti-Virus

D) Botnet detection

E) App-ID protection

Answer: 
A, B, E

Question 5
Question Type: MultipleChoice

A client chooses to not block uncategorized websites.

Which two additions should be made to help provide some protection? (Choose two.)

Options: 
A) A security policy rule using only known URL categories with the action set to allow



B) A file blocking profile to security policy rules that allow uncategorized websites to help reduce the risk of drive by downloads

C) A URL filtering profile with the action set to continue for unknown URL categories to security policy rules that allow web access

D) A data filtering profile with a custom data pattern to security policy rules that deny uncategorized websites

Answer: 
A, C

Question 6
Question Type: MultipleChoice

Which four actions can be configured in an Anti-Spyware profile to address command-and-control traffic from compromised hosts?

(Choose four.)

Options: 
A) Allow

B) Drop

C) Quarantine



D) Redirect

E) Alert

F) Reset

Answer: 
A, B, E, F

Explanation: 
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/anti-spyware-profiles.html

Question 7
Question Type: MultipleChoice

A customer is worried about unknown attacks, but due to privacy and regulatory issues, won't implement SSL decrypt.

How can the platform still address this customer's concern?

https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/anti-spyware-profiles.html


Options: 
A) It pivots the conversation to Traps on the endpoint preventing unknown exploits and malware there instead.

B) It bypasses the need to decrypt SSL Traffic by analyzing the file while still encrypted.

C) It shows how AutoFocus can provide visibility into targeted attacks at the industry sector.

D) It overcomes reservations about SSL decrypt by offloading to a higher capacity firewall to help with the decrypt throughput.

Answer: 
A
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