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Question 1
Question Type: MultipleChoice

Which three actions should be taken before deploying a firewall evaluation unit in the customer's environment? (Choose three.)

Options: 
A- Inform the customer that they will need to provide a SPAN port for the evaluation unit assuming a TAP mode deployment.

B- Request that the customs make port 3978 available to allow the evaluation unit to communicate with Panorama.

C- Reset the evaluation unit to factory default to ensure that data from any previous customer evaluation is removed.

D- Upgrade the evaluation unit to the most current recommended firmware, unless a demo of the upgrade process is planned.

E- Set expectations around which information will be presented in the Security Lifecycle Review because sensitive information may be

made visible.

Answer: 
A, C, D

Question 2



Question Type: MultipleChoice

What are three best practices for running an Ultimate Test Drive (UTD)? (Choose three.)

Options: 
A- It should be used to create pipeline and customer interest.

B- It should be used to demonstrate the power of the platform.

C- The lab documentation should be reviewed and tested.

D- It should be led by Palo Alto Network employees.

E- The required equipment should be shipped to lab site in advance.

Answer: 
A, B, C

Question 3
Question Type: MultipleChoice

A client chooses to not block uncategorized websites.



Which two additions should be made to help provide some protection? (Choose two.)

Options: 
A- A security policy rule using only known URL categories with the action set to allow

B- A file blocking profile to security policy rules that allow uncategorized websites to help reduce the risk of drive by downloads

C- A URL filtering profile with the action set to continue for unknown URL categories to security policy rules that allow web access

D- A data filtering profile with a custom data pattern to security policy rules that deny uncategorized websites

Answer: 
A, C

Question 4
Question Type: MultipleChoice

What are three considerations when deploying User-ID. (Choose three.)

Options: 



A- Enable WMI probing in high security networks

B- User-ID can support a maximum of 15 hops.

C- Specify included and excluded networks when configuring User-ID

D- Use a dedicated service account for User-ID services with the minimal permissions necessary.

E- Only enable User-ID on trusted zones

Answer: 
A, C, D

Question 5
Question Type: MultipleChoice

A customer is adopting Microsoft Office 365 but is concerned about the potential security exposure that such a move could mean. The

security analyst suggests using Aperture and the Palo Alto Network firewall together to provide data and network security.

What are the two reasons this solution has been suggested? (Choose two.)

Options: 



A- The firewall secures data in transit between the network and the cloud.

B- Aperture prevents users from using non-sanctioned SaaS applications.

C- The firewall scans data that resides in the cloud for malware.

D- Aperture scans data that resides in the cloud for sensitive information.

Answer: 
A, B

Question 6
Question Type: MultipleChoice

Which three policies or certificates must be configured for SSL Forward Proxy decryption? (Choose three.)

Options: 
A- Forward trust certificate

B- Forward untrust certificate



C- A decrypt port mirror policy

D- Internal server certificate

E- A decryption policy

Answer: 
A, B, E

Explanation: 
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/decryption/keys-and-certificates-for-decryption-policies#_40372

Question 7
Question Type: MultipleChoice

What are the three benefits of the Palo Alto Networks migration tool? (Choose three.)

Options: 

https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/decryption/keys-and-certificates-for-decryption-policies#_40372


A- Conversion of existing firewall policies to Palo Alto Networks NGFW policies

B- Analysis of existing firewall environment

C- Assistance with the transition from POC to Production

D- Elimination of the need for consulting/professional services

E- The migration tool provides App-ID enhancements to improve Technical Support calls

Answer: 
A, B, C

Question 8
Question Type: MultipleChoice

What is the HA limitation specific to the PA-200 appliance?

Options: 
A- Can be deployed in either an active/passive or active/active HA pair

B- Can only synchronize configurations and does not support session synchronization



C- Has a dedicated HA1 and HA2 ports, but no HA3

D- Is the only Palo Alto Networks firewall that does not have any HA capabilities

Answer: 
B

Question 9
Question Type: MultipleChoice

An endpoint, inside an organization, is infected with known malware. The malware attempts to make a command and control connection

to a C&C server via the destination IP address.

Which mechanism prevent this connection from succeeding?

Options: 
A- DNS Sinkholing

B- DNS Proxy

C- Anti-Spyware Signatures



D- Wildfire Analysis

Answer: 
A

Question 10
Question Type: MultipleChoice

How do Highly Suspicious artifacts in-AutoFocus help identify when an unknown, potential zero-day, targeted attack occur to allow one

to adjust the security posture?

Options: 
A- Highly Suspicious artifacts are associated with High-Risk payloads that are inflicting massive amounts of damage to end customers.

B- All High Risk artifacts are automatically classified as Highly Suspicious.

C- Highly Suspicious artifacts are High Risk artifacts that have been seen in very few samples.

D- Highly Suspicious artifacts have been seen infecting a broad, significant range of companies.



Answer: 
C
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